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Abstract
Inference attacks mean that a user infers (or tries to in-

fer) the result of an unauthorized method execution using
only authorized methods to the user. We say that a method� is secure against inference attacks by a user � if there
exists no database instance for which � can infer the result
of � . It is important for database administrators to know
which methods are secure and which ones are not. When an
administrator finds that a method which retrieves top secret
information is not secure against inference attacks by � , the
administrator can prevent � from attacking the method by
changing the authorization for � . This paper formalizes the
security problem (i.e., to determine whether a given method
is secure or not) for method schemas, and presents the fol-
lowing results. First, it is shown that the security problem
is undecidable. Next, a decidable sufficient condition for
a given method to be secure is proposed. Furthermore, it
is shown that the sufficient condition is also a necessary
one if a given schema is monadic (i.e., every method has
exactly one parameter). The time complexity to decide the
condition is also evaluated. For a monadic schema, the
condition is decidable (and therefore, the security problem
is solvable) in polynomial time of the size of the schema.

1 Introduction
In recent years, various authorization models for object-

oriented databases (OODBs) have been proposed and stud-
ied. Among of them, the method-based authorization
model [5, 13] is one of the most elegant models since
it is in harmony with the concept that “an object can
be accessed only via its methods” in the object-oriented
paradigm. In the model, an authorization � for a user � can
be represented as a set of expressions � ( � 1 	 . . . 	 ��
 ), which
means that � can directly invoke method � on any tuple
( � 1 	 . . . 	 �

 ) of objects such that �
� is an object of class ���
(1 ������� ). On the other hand, even if � ( � 1 	 . . . 	 � 
 ) �� � ,

� can invoke � indirectly through another method execu-
tion in several models (e.g., protection mode in [3]). Al-
though such indirect invocations are useful for data hid-
ing [3], they may also allow inference attacks in some sit-
uations.

Example 1: Let Employee, Host, and Room be classes
representing employees, hosts, and rooms, respectively.
Suppose that a method uses returns the host which a given
employee uses, and a method located returns the room in
which a given host is placed. Also suppose that a method
office, which returns the room occupied by a given em-
ployee, is implemented as office( � ) = located(uses( � )).

Now suppose that the physical computer network is top
secret information. In this case, an authorization for a
user � may be the one shown in Fig. 1, where a solid
(resp. dotted) arrow denotes an authorized (resp. unautho-
rized) method to � . Suppose that � have obtained that
uses(John) = mars and office(John) = A626 using the
authorized methods. Also suppose that � knows the im-
plementation body of office as its behavioral specification.
Then, � can infer that located(mars) = A626.

On the other hand, suppose that method uses re-
trieves top secret information and therefore the authoriza-
tion of � is set as shown in Fig. 2. Then, � knows
that located(mars) = A626, office(John) = A626, and
office( � ) = located(uses( � )), similarly to the former case.
However, � cannot conclude that uses(John) = mars only
from the above information, since there may be another
host � such that uses(John) = � and located( � ) = A626. �

For a given database schema � and an authorization �
for a user � , an � -ary method � is said to be secure at
( � 1 	 . . . 	 ��
 ) (each ��� is a class in � ) against inference at-
tacks by � if � cannot infer the result of � ( � 1 	 . . . 	 � 
 )
for any objects ��� of class ��� in any database instance�

of � , using only authorized methods to � . Other-
wise, � is insecure. For example, if uses(Employee) and
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Fig. 1: An example of an insecure method.
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Fig. 2: An example of a secure method.

office(Employee) are authorized, then located is insecure
since the user can infer located(mars) = A626 under the
database instance shown in Fig. 1. On the other hand, it will
be shown later that uses is secure when only located(Host)
and office(Employee) are authorized. It is important for
database administrators to know which methods are secure
and which ones are not. When an administrator finds that
a method which retrieves top secret information is insecure
against inference attacks by � , the administrator can pre-
vent � from attacking the method by changing the autho-
rization for � .

In this paper, we formally define the security problem,
i.e., to determine whether a given method is secure or not.
We adopt method schemas proposed by [2] as a formal
model of OODB schemas since they support such basic
features of OODBs as method overloading, dynamic bind-
ing, and complex objects. The semantics is simply defined
based on term rewriting. Under this formalization, we first
show that the problem is undecidable. Next, we propose
a decidable sufficient condition for a method to be secure.
Furthermore, we show that the sufficient condition is also
a necessary one if a given schema is monadic (i.e., ev-
ery method has exactly one parameter). Finally, we eval-
uate the time complexity of deciding the condition. For
a monadic method schema, the proposed condition is de-
cidable (and therefore, the security problem is solvable) in
polynomial time of the size of the schema.

The main idea of the proposed sufficient condition is
to “conservatively” approximate the user’s inference. The

user’s inference is object-level, while the approximation is
class-level inference. To do the class-level inference, we
use a static type checking technique for method schemas.
Let � be an � -ary method and � 1,. . . , � 
 be classes. The
most difficult task in type checking is to solve the following
question:

Suppose that � is executed on arbitrary ob-
jects � 1,. . . , � 
 such that � � belongs to class��� . What class does the object obtained by the
execution belong to?

Unfortunately, this question is unsolvable in general [2].
However, the type checking algorithm proposed in [12]
can compute a set of classes which contain all the correct
classes, although the set may contain some wrong classes.
Using this algorithm, we can conservatively approximate
user’s inference.

In this paper we discuss precise inference in OODBs.
Precise inference means that a user can infer (or, is inter-
ested in) only the exact value of the result of an unautho-
rized method. On the other hand, most of the recent re-
searches concentrate on imprecise inference in relational
databases, not OODBs. Imprecise inference means that a
user can infer (or, is interested in) possible values of the re-
sult of an unauthorized method (query) with a certain prob-
ability. In [6], FD-based imprecise inference involving ab-
duction and partial deduction is discussed. In [15], a quan-
titative measure of inference risk is formally defined. Im-
precise inference with external, common sense knowledge
can be regarded as data mining [7, 11].

[14] focuses on both precise and imprecise inference in
OODBs. Besides inferability of the result of a method ex-
ecution, the article introduces the notion of controllability,
which means that a user can control (alter arbitrarily) an
attribute-value of an object in a database instance. We do
not consider controllability since our query language does
not support update operations for database instances. How-
ever, since our query language supports recursion while the
one in [14] does not, detecting inferability in our formaliza-
tion is not trivial. [14] also proposes, for a given database
schema � and an authorization � , a sound algorithm for de-
tecting inferability or controllability. However, [14] does
not evaluate the complexity of the algorithm.

This paper is organized as follows. In Section 2, we give
the definition of method schemas. In Section 3, we discuss
inference attacks and formulate the security problem. We
also show that the problem is undecidable. In Section 4,
we propose a sufficient condition for a method to be secure.
Finally, in Section 5, we conclude this paper.



2 Method Schemas
2.1 Syntax

We introduce some notations before defining the syn-
tax of method schemas. Let ! be a family of disjoint
sets ! 0, ! 1, ! 2,. . . , where !"
 ( � = 0 	 1 	 2 	 . . .) is a set
of function symbols of arity � . For a countable set #
of variables, let $&% ( # ) denote the set of all the terms
freely generated by ! and # . For a set ' , let ' 

denote the Cartesian product ')(+*�*�*,(-'. /�0 1
 . For a term2 � $ % ( # ), an � -tuple t = (

2
1 	 . . . 	 2 
 ) � ( $ % ( # )) 


of terms, and an � -tuple x = ( � 1 	 . . . 	 �3
 ) � # 
 of
variables, let

2
[t 4 x] denote the term obtained by simul-

taneously replacing every �5� in
2

with
2 � (1 �6�7�� ). For example, 8 ( � 1 	:9 ( � 1 	 � 2))[( 8 ( ; ) 	 � 1) 4 ( � 1 	 � 2)] =8 ( 8 ( ; ) 	<9 ( 8 ( ; ) 	 � 1)). For a term

2
, define the set of occur-

rences = (
2
) as the smallest set of sequences of positive in-

tegers with the following two properties:>�? � = (
2
), where ? is the empty sequence.> If @ � = (
2 � ), then �A*B@ � = ( 8 (

2
1 	 . . . 	 2 
 )) (1 �C�D�� ), where the center dot “ * ” represents the concate-

nation of sequences.

An occurrence of
2

specifies (the position of) a subterm of2
. For example, 1 * 2 of 8 ( 8 ( � 	:9 ( � )) 	E9 ( � ))) specifies the

first 9 ( � ). The replacement in
2

of
2<F

at @ , denoted
2
[ @AG 2HF ],

is defined as follows:> 2 [ ? G 2:F
] =
2IF

;> 8 (
2
1 	 . . . 	 2 � 	 . . . 	 2 
 )[ �"*�@DG 2HF

]
= 8 (

2
1 	 . . . 	 2 �KJ 1 	 2 � [ @DG 2<F

] 	 2 � +1 	 . . . 	 2 
 ),
where 1 ������� .

For example,

8 ( 8 ( � 	:9 ( � )) 	:9 ( � ))[1 * 2 GL� ( ; 	�M )] = 8 ( 8 ( � 	 � ( ; 	NM )) 	E9 ( � )) O
We go on to the definition of method schemas. Let P

be a finite set of class names (or simply classes) and Q
a family of mutually disjoint finite sets Q 0, Q 1, Q 2,. . . ,
where Q�
 ( � = 0 	 1 	 2 	 . . .) is a set of method names of arity� . Each Q 
 is partitioned into Q b R 
 and Q c R 
 : Each � b

�Q b (= S 
UT 0 Q b R 
 ) (resp. � c
� Q c (= S 
,T 0 Q c R 
 )) is

called a base method name (resp. composite method name).
Furthermore, each � � Q (= Q b V Q c) is simply called a
method name. We say that Q is a method signature.

Hereafter, we often use a bold letter v to mean
( W 1 	 . . . 	 W 
 ) without explicitly defining it when � is irrel-
evant or obvious from the context.

Definition 1: Let c � P 
 . A base method definition of�
b
� Q b R 
 at c is a pair ( � b(c) 	 � ), where � � P . A

composite method definition of � c
� Q c R 
 at c is a pair

( � c(c) 	 2 ), where
2 � $YX ( Z[� 1 	 . . . 	 � 
3\ ). �

Let � � be an object of class � � (1 �]�^�]� ) (see Defs. 2
and 4 for formal definitions). Informally, the above base
method definition declares that the application of � b to
o = ( � 1 	 . . . 	 � 
 ) results in an object of � or its subclass,
while the above composite method definition states that the
application of � c to o results in term rewriting starting from2
[o 4 x]. The formal definition is presented in Section 2.2.

Definition 2: A method schema [1, 2] � is a 5-tuple
( P 	 � 	 Q 	 Σb 	 Σc), where:

1. P is a finite set of class names.

2. � is a partial order representing a class hierarchy.
When � F �_� , we say that � F is a subclass of � and � is
a superclass of � F . We naturally extend � to � -tuples
of classes as follows: For two tuples c = ( � 1 	 . . . 	 ��
 )
and c

F
= ( � F1 	 . . . 	 � F
 ), we write c � c

F
iff � � �`� F� for

all � .
3. Q is a method signature.

4. Σb is a set of base method definitions.

5. Σc is a set of composite method definitions.

For each possible combination c � P 
 and � � Q 
 , there
must exist at most one method definition of � at c. If every
method of � has exactly one parameter, then � is monadic.�
Example 2: An example of a method schema � 1 is shown
in Fig. 3. Manager is a subclass of Employee, and Server is
a subclass of Host. Method boss( a ) returns the direct boss
of employee a , and method supervisor( a ) returns the “sec-
ond least manager” among the indirect bosses of a . Since
every method has arity one, � 1 is monadic. �
2.2 Semantics

Method definitions are inherited along the class hierar-
chy.

Definition 3: Let � = ( P 	 � 	 Q 	 Σb 	 Σc), � b
� Q b R 
 , and

c � P 
 . Suppose that ( � b(c
F
) 	 � F ) � Σb is the base method

definition of � b at the smallest c
F

above c, i.e., whenever
( � b(c

F F
) 	 � F F ) � Σb and c � c

F F
, it is the case that c

F � c
F F
.

We define the resolution Res( � b(c)) of � b at c as � F . If
such a unique base method definition does not exist, then
Res( � b(c)) is undefined, denoted b . The resolution of a
composite method is defined in the same way. �



c
= d Employee e Manager e Host e Server e Room f

Manager g Employee e Server g Hosth
= d boss e uses e located e supervisor e office f

Σb = d (boss(Employee) e Employee) e
(boss(Manager) e Manager) e
(uses(Employee) e Host) e
(located(Host) e Room) f

Σc = d (supervisor(Employee) e supervisor(boss( i 1))) e
(supervisor(Manager) e boss( i 1)) e
(office(Employee) e located(uses( i 1))) f

Fig. 3: A method schema � 1.

Example 3: Consider schema � 1 shown in Fig. 3. By
Def. 3, Res(located(Server)) = Room. In other words, class
Server inherits method definition (located(Host) 	 Room) �
Σb. On the other hand, Res(boss(Server)) = b since no su-
perclass of Server has a definition of boss. �

The semantics of a method schema is defined as follows.
To each class name, a set of objects is assigned. Also, to
each base method name � b, a mapping over appropriate
sets of objects is assigned as its interpretation. The seman-
tics of a composite method is defined by the interpretation
of base methods and term rewriting.

Definition 4: An interpretation (or, also called a database
instance) of a method schema � is a pair

�
= ( j 	lk ) with

the following properties:

1. To each � � P , j assigns a finite disjoint set j ( � ) of
object identifiers (or simply, objects). Each � � j ( � )
is called an object of class � . Let mon = SqpErts j ( � ).
For c = ( � 1 	 . . . 	 ��
 ), let j (c) denote j ( � 1) (_*�*u*Y(j ( � 
 ).

2. For each � b
� Q b R 
 , k ( � b) is a partial mapping

from m 
n to m n which satisfies the following two con-
ditions. Let c, c

F � P 
 .

(a) If Res( � b(c)) = � F , then k ( � b) v w (c) is a total
mapping to S plx3pHy j ( � ), where “ v ” denotes that
the domain of k is restricted to j (c).

(b) If Res( � b(c)) = b , then k ( � b) is undefined ev-
erywhere in j (c). �

A term in $ X ( m n ) is called an instantiated term. That
is, an instantiated term consists of method names in Q and
objects in m n . The one-step execution relation z n on the
instantiated terms, based on the leftmost innermost reduc-
tion strategy, is defined as follows:

Definition 5: Let � (o) (o � j (c)) be the subterm of
2 �$YX ( m n ) at the leftmost innermost occurrence @ .

1. If � � Q b and Res( � (c)) �= b , then2 z n 2 [ @DG k ( � )(o)].

2. If � � Q c and Res( � (c)) =
2HF �= b , then2 z n 2 [ @DG 2<F

[o 4 x]]. �
Note that, by Def. 5, for any instantiated term

2
, there ex-

ists at most one term
2HF

such that
2 z n 2HF . That is, every

execution is deterministic.
Let z`{n be the reflexive and transitive closure of z n . If2 z {n 2 F and there exists no

2 F F
such that

2 F z n 2 F F , then2HF
is called the execution result of

2
, and we write

2l|
=
2HF

.
If
2l| � m n , then the execution of

2
is successful, and if2l| �� m n because of nonexistence of the resolution, then the

execution of
2

is aborted. In both cases (i.e., if
2l|

exists),
the execution of

2
is terminating. On the other hand, if

2l|
does not exist, then the execution of

2
is nonterminating.

We omit the subscript
�

and simply write z or z}{ if
�

is
understood from the context.

Example 4: An example of an interpretation
�

1 = ( j 1 	�k 1)
of � 1 is shown in Fig. 4. j 1 is represented by gray rectan-
gles, e.g., j 1(Employee) = Z Alice 	 John \ . k 1 is represented
by arrows, e.g., k 1(boss)(John) = Alice, k 1(uses)(John) =
mars. By Def. 5, supervisor(Alice) is executed as follows:

supervisor(Alice) z n 1 supervisor(boss(Alice))z n 1 supervisor(Sara)z n 1 boss(Sara)z n 1 Bob O
Thus supervisor(Alice)

|
= Bob. �

3 Inference Attacks
3.1 Authorization

Various sophisticated method-based authorization mod-
els for OODBs have been proposed. In this paper, however,
discussing authorization models is not our main purpose,
and therefore we adopt the following simple but general
authorization model.

Definition 6: Let � = ( P 	 � 	 Q 	 Σb 	 Σc). An authorization� for a user � under � is a finite set of � (c), where � �Q~
 and c � P 
 . Intuitively, � (c) � � means that � is
authorized to directly invoke method � on any tuple o of
objects such that o � j (c). �

An authorization is often modeled as a pair of a base au-
thorization and a set of inference rules. An example of an
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Fig. 4: An interpretation
�

1 of � 1.

inference rule is “if � is authorized to invoke � on objects
of � , then � is also authorized to invoke � on objects of the
subclasses of � .” When � 1 �`� and � 2 ��� , the base autho-
rization Z � ( � ) \ is expanded into Z � ( � ) 	 � ( � 1) 	 � ( � 2) \ by
this rule. In this paper, we assume that a given authoriza-
tion has already been expanded.

Example 5: Define an authorization � 1 for a user � under� 1 in Fig. 3 as follows:

� 1 = Z uses(Employee) 	
supervisor(Employee) 	
supervisor(Manager) 	
office(Employee) 	
office(Manager) \ O

Consider the interpretation
�

1 in Fig. 4. Executing
office(John) by � is permitted since John

� j 1(Employee)
and office(Employee) � � 1. On the other hand, execut-
ing uses(Sara) is prohibited since Sara

� j 1(Manager) but
uses(Manager) �� � 1. �
3.2 Formal Definition of User’s Inference

In this paper, information provided by a database is mod-
eled as a set of (in)equalities. For example, suppose that a
user � executes office(John) and obtains the result A626. In
this case, the information that � obtains is office(John)

|
=

A626. In what follows, we demonstrate that user’s infer-
ence can be formalized as the congruence closure of a fi-
nite set of ground equalities when the two reasonable con-
ditions (Q1) and (Q2) stated below are satisfied.

First of all, we define the information which � can obtain
directly from a database instance

�
= ( j 	lk ).

( � 1) User � obtains � (o)
|

= � iff it is the case that� (c) � � , o � j (c), and � (o)
|

= � � m n . That
is, � knows what the result of � (o) is if executing� (o) is authorized and the execution is successful.

( � 2) User � obtains Res( � (c)) =
2

iff it is the case that� (c) � � and Res( � (c)) =
2
. That is, � knows the

type declaration of � at c (when � is a base method)
or the behavioral specification of � at c (when � is
a composite method), if executing � (o) (o � j (c)) is
authorized.

In Example 1, ( � 1) and ( � 2) are stated informally.
Next, suppose that � can use at least four inference rules:

reflexivity, symmetry, transitivity, and substitutivity (i.e., if2 � =
2IF� for all � , then 8 (t) = 8 (t

F
)). Also suppose that user� knows that ���= � F for distinct objects � and � F (e.g., �

knows John �= Alice, Sara �= A626, and so on).
As stated in Section 1, the goal of inference attacks is to

obtain � such that � (o)
|

= � for some � and o. In other
words, � wants to infer equalities. Therefore, if we find a
reasonable condition under which inequalities are useless
to infer equalities, we can formalize user’s inference as the
congruence closure of equalities induced by ( � 1) and ( � 2).
Let us examine the following example:

Example 6: Recall the second case of Example 1, where� cannot infer uses(John)
|

= mars since there may be an-
other host � such that uses(John)

|
= � and located( � )

|
=

A626. However, if � knows that located( � ) | �= A626 for
any other object � in the database instance, then � can con-
clude that uses(John) = mars. �
The above example suggests that inequalities are useless to
infer equalities if the following condition is satisfied:

(Q1) User � does not know what m�n is.

In many cases, this condition is satisfied by just hiding m n
from the user.

Equalities obtained by ( � 2) are not ground (i.e., include
variables). However, together with the following condi-
tion (Q2), they are equivalent to a finite set of ground equal-
ities, which has many good properties:

(Q2) The user does not know what P is.

This condition is also satisfied by just hiding P .

Example 7: Consider a schema with a composite method�
c which has the same resolution

2
at every class � � P .

Let � = Z � c( � ) v�� � P \ be an authorization for a user � .
Assume that � knows what P is. Then, � can infer that�

c(
2HF

)
|

=
2
[
2KF 4�� ]

|
for any term

2HF
such that

2IF�| � m n , since



�
c has the same resolution

2
at any class. Note that, in this

inference, � does not need to know which class
2HF�|

belongs
to.

On the other hand, if (Q2) is satisfied, then � cannot con-
clude that � c(

2IF
)
|

=
2
[
2HF 4�� ]

|
without exactly inferring the

class to which
2HF�|

belongs since there may be another class� in P such that
2HF�| � j ( � ) and Res( � c( � )) �= 2 . �

Type checking [2, 12] is useless when (Q2) is satisfied.
Therefore, to know the class to which

2IF�|
belongs is to infer

the exact value of
2IF�|

. Thus, the equalities obtained by ( � 2)
can be applied only to terms

2<F
such that

2<F�|
is known. This

means that each equality Res( � c(c)) =
2

obtained by ( � 2)
can be regarded as Z � c(o)

|
=
2
[o 4 x]

| v o � j (c) \ , which
is a finite set of ground equalities.

Consequently, by assuming (Q1) and (Q2), we can
model user’s inference as the congruence closure of a finite
set of ground equalities induced by ( � 1) and ( � 2). For tech-
nical reasons, we define the congruence closure through
rewriting rules � n R � introduced below. From the correct-
ness of Knuth-Bendix completion [10],

2l|
= � iff

2
is re-

ducible to � by � n R � .

Definition 7: Define � n R � as the minimum set of rewriting
rules � n R � on $ X ( m n ) satisfying the following three con-
ditions. Intuitively,

2 ��n R � � means that the user knows or
can infer that

2l|
= � .

(A) If � (c) � � , o � j (c), and � (o)
|

= � � m n , then� n R � contains � (o) � n R � ��O
This corresponds to ( � 1).

(B) If � c(c) � � , � c
� Q c, o � j (c), � c(o)

|
= � � m�n ,

and Res( � c(c)) =
2 �= b , then � n R � contains2
[o 4 x] � n R � ��O

This essentially corresponds to ( � 2).

(C) If ��n R � contains
2 ��n R � � and

2IF F ��n R � � F F such that2HF F
is a proper subterm of

2
at @ F F , then � n R � contains2

[ @ F F G�� F F ] ��n R � ��O
See also Fig. 5. This simulates Knuth-Bendix com-
pletion procedure.

By definition, the right-hand side of each rule is an object.
Note that the existence of

2 �Dn R � � in �An R � implies
2 z`{n � .

Define � n R � as the one-step reduction relation by � n R � .
That is,

2 �_n R � 2HF iff there exists a subterm
2HF F

of
2

at @ F F
such that

2<F F � n R � � F F � � n R � and
2HF

=
2
[ @ F F G�� F F ]. Let

t′′
�t

o′′
�oI

�
I

o′′
� ot[ ]

�
o′′
�

r′′
�

→ I
�

Fig. 5: Condition (C) of Definition 7.

�}{n R � denote the reflexive and transitive closure of �_n R � .
For readability, we often write � n and � n instead of � n R �
and ��n R � , respectively. �
Example 8: For � 1 in Fig. 3,

�
1 in Fig. 4, and � 1 in

Example 5, � n 1 is computed as shown in Fig. 6. Rules
(A1)–(A10) are obtained by Def. 7(A), and (B1)–(B8) by
Def. 7(B) with composite methods supervisor and office.
Rules (C1) and (C2) are obtained by Def. 7(C). For exam-
ple, (C1) is derived from (A1) and (B5).

Rule (C1) indicates that the user can infer that
located(mars)

|
= A626, as stated in the first case of Exam-

ple 1. Moreover, rule (C2) indicates that located even for
a server jupiter can be inferred. Let � = office(boss(Sara))
and � F = office(boss(John)). Then,

��� n 1 office(Bob) � n 1 B533 O
Thus user � can infer that � | = B533. On the other hand, �
cannot infer the value of � F�| (although � F�| = B533) since
no subterm of � F can be rewritten by the rules in � n 1 . �
3.3 The Security Problem

The notion of security of methods discussed in Section 1
is naturally extended to terms in $ X ( P ) as follows: A term� � $&X ( P ) is said to be secure if there exists no interpre-
tation

�
= ( j 	lk ) such that � [o 4 c] � {n R � � for any o � j (c)

and � � m n . Otherwise, � is insecure. The security prob-
lem is to determine whether a given � � $YX ( P ) is secure
or not.

Theorem 1: The security problem for method schemas
with methods of arity two is undecidable.
Sketch of Proof: The type-consistency problem is to deter-
mine whether, for a given method schema � , there exists an
interpretation of � which causes an aborted execution. [8]
shows that the problem for method schemas with methods
of arity two is undecidable by reducing the Post’s Corre-
spondence Problem (PCP) to the problem. In the reduc-
tion, each interpretation

�
is regarded as a candidate for a

solution to a PCP. If
�

is actually a solution, then execution



uses(John) ��� 1 mars (A1)

uses(Alice) ��� 1 jupiter (A2)

supervisor(John) � � 1 Bob (A3)

supervisor(Alice) � � 1 Bob (A4)

supervisor(Sara) ��� 1 Bob (A5)

supervisor(Bob) ��� 1 Bob (A6)

office(John) � � 1 A626 (A7)

office(Alice) � � 1 B533 (A8)

office(Sara) ��� 1 A626 (A9)

office(Bob) ��� 1 B533 (A10)

supervisor(boss(John)) � � 1 Bob (B1)

supervisor(boss(Alice)) � � 1 Bob (B2)

boss(Sara) ��� 1 Bob (B3)

boss(Bob) � � 1 Bob (B4)

located(uses(John)) � � 1 A626 (B5)

located(uses(Alice)) � � 1 B533 (B6)

located(uses(Sara)) ��� 1 A626 (B7)

located(uses(Bob)) � � 1 B533 (B8)

located(mars) � � 1 A626 (C1)

located(jupiter) ��� 1 B533 (C2)

Fig. 6: Contents of � n 1 .
of a term, say � ( � ), is aborted under

�
. Otherwise, � ( � ) is

nonterminating. By slightly modifying the reduction in [8],
we can construct a schema with the following properties:> If

�
is a solution, then the execution of a term, say� F ( � ), is successful under

�
.> Otherwise, � F ( � ) is nonterminating under

�
.

Let � be the class to which � belongs. Let � = Z � F ( � ) \ and� = � F ( � ). Then, the PCP has a solution iff there exists�
= ( j 	lk ) such that � [ �t4�� ] ��{n � F for some � and � F . �

4 Security Analysis
4.1 A Sufficient Condition

In this section we propose a decidable sufficient con-
dition for a given term � � $ X ( P ) to be secure. The
main idea is to introduce new rewriting rules on $ X ( P )
which “conservatively” approximate � n R � , i.e., if � is in-
secure, then � is reducible to a class � by the new rewrit-
ing rules. Intuitively, each

2 � $ X ( P ) is considered as
the set of instantiated terms Z 2 [o 4 c] v o � j (c) \ . The
“execution result” � (

2
) of

2
is defined as follows: � �

�
(boss(Employee)) = d Employee e Manager f�
(boss(Manager)) = d Manager f�

(uses(Employee)) = d Host e Server f�
(uses(Manager)) = d Host e Server f�

(located(Host)) = d Room f�
(located(Server)) = d Room f�

(supervisor(Employee)) = d Manager f�
(supervisor(Manager)) = d Manager f�

(office(Employee)) = d Room f�
(office(Manager)) = d Room f�

(   ( ¡ )) = ¢ for any other combinations

of   and ¡�e�
(   ( £ )) = ¤¥:¦B§ ( ¨ ) � (   ( ¡ ))

Fig. 7: © for schema � 1.

� (
2
) iff there exists an interpretation

�
= ( j 	lk ) such that2

[o 4 c]
| � j ( � ) for some o � j (c). Unfortunately, we can-

not compute � exactly in general [2]. However, we can
compute © : $ X ( P ) z 2

s
such that © (

2
) ªC� (

2
) for ev-

ery
2 � $ X ( P ) [12]. We use such © to approximate ��n R � .

The smaller © (
2
) is, the better approximation we have, al-

though the approximation is still conservative even when© (
2
) = P for all

2
. The algorithm in [12] gives a fairly

small © .

Example 9: Using the algorithm in [12], we can compute© for schema � 1 in Fig. 3. The result is presented in Fig. 7.
For example, © (boss(Employee)) = Z Employee 	 Manager \
means that for any object a of Employee, the result of
boss( a ) is an object of either Employee or Manager. Ac-
tually, the obtained © is equal to � in this case. �

The next definition introduces the new rewriting rules��« R �&R ¬ on $­X ( P ) which approximate � n R � .

Definition 8: Define � « R �­R ¬ as the minimum set of rewrit-
ing rules � « R �­R ¬ on $ X ( P ) satisfying the following three
conditions:

(A) If � (c) � � , then ��« R �­R ¬ contains� (c) � « R �­R ¬ �
for each � � © ( � (c)).

(B) If � c(c) � � , � c
� Q c R 
 , and Res( � c(c)) =

2 �= b ,
then �"« R �­R ¬ contains2

[c 4 x] � « R �­R ¬ �



uses(Employee) ��® 1 Host (Ai)

uses(Employee) ��® 1 Server (Aii)

supervisor(Employee) � ® 1 Manager (Aiii)

supervisor(Manager) � ® 1 Manager (Aiv)

office(Employee) ��® 1 Room (Av)

office(Manager) ��® 1 Room (Avi)

supervisor(boss(Employee)) � ® 1 Manager (Bi)

boss(Manager) ��® 1 Manager (Bii)

located(uses(Employee)) ��® 1 Room (Biii)

located(uses(Manager)) � ® 1 Room (Biv)

located(Host) � ® 1 Room (Ci)

located(Server) ��® 1 Room (Cii)

Fig. 8: Contents of � « 1 .

for each � � © (
2
[c 4 x]).

(C) If � « contains
2 � « R �­R ¬ � and

2HF F � « R �&R ¬ � F F such that2HF F
is a proper subterm of

2
at @ F F , then ��« R �­R ¬ contains2

[ @ F F G¯� F F ] ��« R �­R ¬ � F
for each � F � © (

2
[ @ F F G°� F F ]).

Define � « R �&R ¬ as the one-step reduction relation by��« R �&R ¬ . Let ��{« R �­R ¬ denote the reflexive and transitive
closure of � « R �­R ¬ . For readability, we often write � « and��« instead of �D« R �­R ¬ and �A« R �­R ¬ , respectively. �
Example 10: Fig. 8 presents the contents of �A« 1 for
schema � 1 in Fig. 3, � 1 in Example 5, and © in Fig. 7.
Rules (Ai)–(Avi) are obtained by Def. 8(A), and (Bi)–(Biv)
by Def. 8(B) with composite methods supervisor and office.
Rules (Ci) and (Cii) are obtained by Def. 8(C).

Rule (Cii) indicates that the user may be able to infer
the location of a server. Moreover, rules (Avi) and (Bii)
together indicate that the user may be able to infer the office
of the boss of a manager. Compare this with the explanation
in Example 8. �

The next lemma states that each rule in ��n is conserva-
tively approximated by a rule in � « .

Lemma 1: If there is an interpretation
�

= ( j 	lk ) such that2
[o 4 x] � n � � � n for some o � j (c) and � � j ( � ), then2
[c 4 x] � « � � � « .

Proof: We use induction on the number of the iterations of
a procedure which computes the least fixed point satisfying
the three conditions in Def. 7.

Basis: Consider the case that � (o) �Dn�� ( � � j ( � )) is ob-
tained from Def. 7(A). Then, � (c) � � , o � j (c), and� (o)

|
= � . Moreover, � � © ( � (c)) from the property of© . From Def. 8(A), ��« contains � (c) �D«&� since � (c) � �

and � � © ( � (c)). The case that Res( � c(c))[o 4 x] ��n�� is
obtained from Def. 7(B) can be proved in the same way.
Induction: Suppose that

2HF F
[o
F F 4 x F F ] (o

F F � j (c
F F
)) is a proper

subterm of
2
[o 4 x] (o � j (c)) at @ F F and that

2
[o 4 x] � n �

( � � j ( � )) and
2<F F

[o
F F 4 x F F ] ��n±� F F ( � F F � j ( � F F )) have been

obtained. Let
2<F

[o
F 4 x F ] =

2
[o 4 x][ @ F F G²� F F ] (o

F � j (c F )),
and suppose that

2IF
[o
F 4 x F ] �Dn5� is obtained from Def. 7(C).

By the inductive hypothesis, �A« contains both
2
[c 4 x] ��«±�

and
2HF F

[c
F F 4 x F F ] � « � F F . From the definition of

2<F
[o
F 4 x F ], we

obtain
2HF

[c
F 4 x F ] =

2
[c 4 x][ @ F F G°� F F ]. Since

2HF
[o
F 4 x F ] � n � ���n implies

2HF
[o
F 4 x F ] | = � , it holds that � � © (

2KF
[c
F 4 x F ]).

From the above inductive hypothesis and Def. 8(C), we can
conclude that

2<F
[c
F 4 x F ] � « � � � « . �

We have the following theorem:

Theorem 2: Let � � $ X ( P ). If there exists no class �
such that �^�`{« R �­R ¬ � , then � is secure, i.e., there exists no
interpretation

�
= ( j 	lk ) such that � [o 4 c] �}{n R � � for any

o � j (c) and � � m n .
Proof: By Lemma 1, it can be easily shown that if there is�

= ( j 	�k ) such that
2
[o 4 x] �`{n 2HF [o F 4 x F ] for some o � j (c)

and o
F � j (c

F
), then

2
[c 4 x] �`{« 2HF [c F 4 x F ]. The theorem is

implied by this fact. �
The proposed sufficient condition is obviously decid-

able, since the right-hand side of each rule ��« R �­R ¬ is a class
and therefore the “size” of the term decreases every time a
rule is applied.

Example 11: Consider schema � 1 in Fig. 3, and let � =
office(boss(Employee)). We can conclude that � is secure
since no subterm of � can be rewritten by any rule �A« 1 in
Fig. 8. �
Example 12: We said that method uses is secure in the
second case of Example 1. Actually, it is not diffi-
cult to see that ��« has only located(Host) ��« Room

and office(Employee) � « Room. This implies that
uses(Employee) is secure. �

It is open whether the undecidability of the security
problem stems only from the uncomputability of � . In
other words, it is open whether or not the sufficient con-
dition in Theorem 2 is also a necessary one when we use �
as © .



4.2 Monadic Case
When a given schema is monadic, the algorithm in [12]

computes � in time polynomial of the size of � . Moreover,
when a given schema is monadic and we use � as © , the
sufficient condition in Theorem 2 is also a necessary one.

Theorem 3: Let � be a monadic schema and � � $­X ( P ).
If there exists a class � F such that �³�`{« R �­R ´ � F , then �
is insecure, i.e., there exists an interpretation

�
such that� [ �t4�� ] ��{n R � � F for some � � j ( � ) and � F � m n .

Proof: See Appendix B. �
Example 13: Consider schema � 1 in Fig. 3. Since � 1 is
monadic and © presented in Fig. 7 is equal to � , we can
conclude that located(Server) is insecure by rule (Cii) in
Fig. 8. Moreover,

office(boss(Manager)) ��« 1 office(Manager)� « 1 Room 	
and therefore office(boss(Manager)) is insecure. �
4.3 Complexity

We summarize the time complexity of deciding the suf-
ficient condition stated in Theorem 2. Define the size of a
term

2
as v = (

2
) v , i.e., the number of occurrences of

2
. De-

fine the description length of Σc, denoted µ Σc µ , as the sum
of the size of all

2
such that ( � (c) 	 2 ) � Σc. Also, define the

size of � , denoted µ[�¶µ , as follows:

µ[�±µ = v P·v + v¸�¹v + v Q³v + vΣb v + µ Σc µBO
Let º be the maximum arity of all the methods. The height
of
2

is defined as the maximum length of the occurrences in= (
2
). Let » and ¼ be the maximum size and height of all2

in Z 2 v ( � (c) 	 2 ) � Σc \ V Z�� \ , respectively.
By assuming »½�¾µ[�¶µ , the total time complexity (in-

cluding computation of © ) is¿
( ºUÀ +1 »Dµ[�±µ 2( v Pqv + 1)2 Á�Â +1+1 log µ[�±µ ) O

See Appendix C for details.

Theorem 4: For a monadic method schema, the security
problem is solvable in polynomial time of the size of the
schema. �
5 Conclusions

We have formalized the security problem against infer-
ence attacks on OODBs, and shown that the problem is un-
decidable. Then we have proposed a decidable sufficient
condition for a given method to be secure, by introducing

class-level inference ( � « ) which conservatively approx-
imates object-level inference ( � n ). We believe that the
approximation is fairly tight in spite of its simple defini-
tion, since the sufficient condition becomes a necessary one
when the given schema is monadic.

There are several variants of the security problem. For
example, [9] discusses the instance-level security. In [9], a
method � is secure if a user cannot infer the result of � un-
der a given database instance. The instance-level security
problem is solvable in polynomial time in practical cases.

In several situations, imprecise inference becomes pow-
erful enough to cause serious problems. Moreover, method
schemas do not seem a perfect model of OODB schemas
since they do not support multi-valued methods, update op-
erations, and so on. Therefore, we intend to extend both
inference and database models. Furthermore, the security
of incomplete OODB schemas should be considered, so
that the security can be checked in parallel with designing
OODB schemas.
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APPENDIX

A Notation Table$ X ( # ): the set of all the terms freely generated by
method signature Q and variables # .2

[t 4 x]: the term obtained by simultaneously replacing ev-
ery variable � � � x in term

2
with

2 � � t.= (
2
): the set of occurrences of term

2
.2

[ @±G 2<F
]: the replacement in term

2
of
2IF

at occurrence @ .
Res( � (c)): the resolution of method � at tuple c of

classes.m n : the set of all the objects in interpretation
�

.z n : the one-step execution relation.

z`{n : the reflexive and transitive closure of z�n .2l|
: the execution result of

2 � $ X ( m�n ).��n R � : the rewriting rules on $ X ( mDn ) representing user’s
inference on interpretation

�
under authorization � .� n R � : the set of rewriting rules � n R � .� n R � : the one-step reduction relation by � n R � .�`{n R � : the reflexive and transitive closure of � n R � .� (

2
): the “execution result” of

2 � $&X ( P ).��« R �­R ¬ : the rewriting rules on $"X ( P ) representing user’s
inference on an interpretation of � under authoriza-
tion � , using © which approximates � .��« R �­R ¬ : the set of rewriting rules ��« R �­R ¬ .� « R �­R ¬ : the one-step reduction relation by � « R �­R ¬ .�`{« R �­R ¬ : the reflexive and transitive closure of � « R �­R ¬ .

B Complete Proof of Theorem 3
We introduce a syntactic interpretation

� « = ( j « 	lk « ) of
a monadic schema � , and show that

� « satisfies Theorem 3.
Let Ã be a positive integer.

1. For each � � P , j « ( � ) = Zu�o*ÅÄ]vÅÄ � PÆ{ and the
length of �¶*
Ä is at most Ã \ , where PÇ{ denotes the
Kleene closure of P .

2. For each � b
� Q b, define k « ( � b) as follows:

(a) If Res( � b( � 0)) = � F , then k « ( � b)( � 0) = � F , and
for È�É 1,

k « ( � b)( � 0 *[� 1 *u� 2 *�*�*E�NÊ )
= Ë � 1 *u� 2 *�*�*E� Ê if � 1 ��� F ,� F *[� 2 *�*�*��NÊ otherwise.

(b) If Res( � b( � 0)) = b , then k « ( � b)( � 0 *A� 1 *� 2 *�*�*N� Ê ) (ÈÌÉ 0) is undefined.

We consider a syntactic interpretation
� « = ( j
« 	lk « ) with

sufficiently large Ã .
In order to prove that

� « satisfies the theorem, we need
several technical lemmas.

Lemma 2: Let
2 � $"X ( Zu� \ ), and suppose that � F �� (

2
[ �[4�� ]). There exists Í � PÇ{ such that

1. the first symbol of ÍÎ*[� F is � , and

2. for each Ä � PÏ{ such that ÍÌ*N� F *lÄ is an object of
� «

(i.e., the length of ÍÐ*B� F *[Ä is at most Ã ),2
[ÍÐ*�� F *[Ä�4�� ] z {n:Ñ � F *[Ä�O



We call Í a reduction string of (
2
[ �[4�� ] 	 � F ).

Proof: Suppose that � F � � (
2
[ �[4�� ]). By the definition

of � , there exists an interpretation
�

= ( j 	lk ) such that2
[ �t4�� ] z`{n � F for some � � j ( � ) and � F � j ( � F ). Consider

the � -th step (counting from zero)
2 � [ � � 4�� ] z`n 2 � +1[ � � +1 4�� ]

of the reduction
2
[ �Å4B� ] z`{n � F , where

2
0[ � 0 4�� ] =

2
[ �t4�� ]

and
2 
 [ � 
 4B� ] = � F . Let � � (0 �Ò�Ó�Ò��Ô 1) be the class

such that � � � j ( � � ), and � � ( � � ) be the innermost term of2 � [ � � 4�� ]. Define Í � (0 ���Õ�_�ÖÔ 1) as follows:

Í � = Ë ��� if � � � Q b,? otherwise.

In what follows, we show that Í = Í 0 *u*�*<Í 
UJ 1 satisfies the
conditions of this lemma.

It is easily verified that Í satisfies the first condition
since> � 0 = � � j ( � ), and> if � � � Q c, then �
� +1 = ��� by the definition of z n .
To see that Í also satisfies the second condition, consider
the execution of

2
0[ Í×*Y� F *YÄ�4�� ] under

� « for an arbi-
trary Ä � PÏ{ . If � 0

� Q b, then Í 0 = � 0, and thus2
0[ ÍÌ*l� F *NÄ�4�� ] z n:Ñ 2 1[Í 1 *�*u*HÍ 
UJ 1 *l� F *lÄ�4�� ]. On the other

hand, if � 0
� Q c, then Í 0 = ? , and thus

2
0[ ÍD*�� F *�Ä�4�� ] z n Ñ2

1[ Í 1 *�*u*<ÍØ
UJ 1 *[� F *uÄ�4�� ]. In either case,2
0[ÍÙ*[� F *[Ä�4�� ] =

2
0[ Í 0 *�Í 1 *[*�*<Í 
UJ 1 *[� F *BÄ�4�� ]z�n<Ñ 2 1[ Í 1 *�*�*EÍ 
UJ 1 *B� F *[Ä�4�� ] O

By repeating this,
2
[ ÍÐ*[� F *BÄ�4�� ] z�{n:Ñ � F *BÄ . �

Lemma 3: Let
2
,
2IF

,
2HF F � $&X ( Zu� \ ) such that

2IF F
is a sub-

term of
2

at @ F F and
2<F

=
2
[ @ F F GÚ� ]. If both � F F � � (

2HF F
[ �[4�� ])

and � F � � (
2HF

[ � F F 4�� ]) hold, then � F � � (
2
[ �[4�� ]).

Proof: By Lemma 2, there exist reduction strings Í F F of
(
2IF F

[ �[4�� ] 	 � F F ) and Í F of (
2<F

[ � F F 4B� ] 	 � F ), i.e.,> the first symbol of Í F F *B� F F is � ,> 2IF F [ Í F F *[� F F *[Ä F F 4�� ] z�{n:Ñ � F F *BÄ F F for any Ä F F � PÆ{ ,> the first symbol of Í F *u� F is � F F , and> 2IF [ Í F *B� F *uÄ F 4B� ] z`{n:Ñ � F *BÄ F for any Ä F � PÆ{ .
When we choose Ä F F so that � F F *uÄ F F = Í F *[� F *uÄ F , we have2

[Í F F *�Í F *u� F *uÄ F 4�� ] z {n Ñ � F *BÄ F O
By the definition of � , � F must be in � (

2
[ �[4�� ]). �

Lemma 4: Let
2
,
2IF

,
2HF F � $ X ( Zu� \ ) such that

2IF F
is a

subterm of
2

at @ F F and
2 F

=
2
[ @ F F GÛ� ]. Suppose that

� F F � � (
2HF F

[ �[4B� ]) and � F � � (
2<F

[ � F F 4�� ]). Let Í F be an ar-
bitrary reduction string of (

2HF
[ � F F 4�� ] 	 � F ). Then, there exist

reduction strings Í of (
2
[ �u4B� ] 	 � F ) and Í F F of (

2IF F
[ �[4�� ] 	 � F F )

such that Í = Í F F *�Í F .
Proof: Let Í F F and Í F be arbitrary reduction strings of
(
2<F F

[ �[4�� ] 	 � F F ) and (
2<F

[ � F F 4�� ] 	 � F ), respectively. By the proof
of Lemma 3, Í F F *ÜÍ F is a reduction string of (

2
[ �[4�� ] 	 � F ). This

fact implies the lemma. �
The next lemma states that if

2
[ �u4B� ] �D«Æ� F � ��« , then2

[ �t4�� ] � n Ñ�� F � � n Ñ for some � � j
« ( � ) and � F � jÅ« ( � F ).
In this sense, ��« contains no “wrong” rules.

Lemma 5: Let � , � F � P , and
2 � $YX ( Zu� \ ). If

2
[ �[4�� ] �D«� F � ��« , then for an arbitrary reduction string Í of

(
2
[ �[4�� ] 	 � F ) and for any Ä � PÆ{ ,2

[ ÍÐ*[� F *[Ä�4�� ] � n Ñ�� F *[Ä � � n ÑÝO
Proof: We use induction on the number of the iterations of
a procedure which computes the least fixed point satisfying
the three conditions in Def. 8.
Basis: Suppose that � ( � ) � « � F is obtained from Def. 8(A).
Let Í be an arbitrary reduction string of ( � ( � ) 	 � F ). Since� ( � ) � � and � (ÍÞ*Y� F *&Ä ) z`{n Ñ � F *"Ä , we obtain� ( ÍC*3� F *3Ä ) �Dn:ÑÓ� F *3Ä from Def. 7(A). The case that
Res( � c( � ))[ �u4B� ] � « � F is obtained from Def. 8(B) can be
proved similarly.
Induction: Suppose that there exist � � P and

2
,
2IF

,
2HF F �$ X ( Zu� \ ) such that> 2HF F is a subterm of

2
at @ F F ,> 2HF =

2
[ @ F F G°� ],> 2HF F [ �[4�� ] ��«¹� F F � �A« ,> 2 [ �[4�� ] � « � 1 � � « for some � 1, and> � F � � (
2IF

[ � F F 4�� ]).

Also suppose that
2HF

[ � F F 4�� ] � « � F is obtained from
Def. 8(C). Since

2HF F
[ �[4�� ] � « � F F � � « , it holds that� F F � � (

2IF F
[ �[4�� ]) by Def. 8. By Lemma 3, it holds that� F � � (

2
[ �u4B� ]). Then, by Def. 8 again,

2
[ �[4�� ] � « � F

must be in � « . Let Í F be an arbitrary reduction string
of (
2<F

[ � F F 4�� ] 	 � F ). That is, the first symbol of Í F *Ý� F is � F F
and

2HF
[Í F *Ý� F *ÝÄ F 4B� ] z�{n Ñ � F *ÝÄ F for any Ä F � PÏ{ . By

Lemma 4 and the inductive hypothesis for
2
[ �[4�� ] � « � F

and
2HF F

[ �[4�� ] � « � F F , there exist Í and Í F F such that> the first symbol of Í-*[� F is � ,> 2 [ ÍÐ*B� F *uÄ�4�� ] � n Ñ�� F *[Ä � � n Ñ for any Ä � PÏ{ ,> the first symbol of Í F F *[� F F is � ,



> 2IF F [ Í F F *ß� F F *ßÄ F F 4�� ] ��nHÑ5� F F *àÄ F F � ��n<Ñ for any Ä F F � P¹{ ,
and> Í = Í F F *�Í F .

When we choose Ä and Ä F F so that Í F *�� F *ÅÄ = � F F *
Ä F F , it
holds that ÍÐ*u� F *[Ä = Í F F *[� F F *uÄ F F . By Def. 7(C),2

[ Í-*[� F *[Ä�4B� ][ @ F F G�� F F *[Ä F F ] � n Ñ�� F *[Ä � � n Ñ,O
Since

2
[Í}*3� F *áÄ�4�� ][ @ F F Gâ� F F *áÄ F F ] =

2IF
[ � F F *3Ä F F 4�� ] =2HF

[ Í F *�� F *�ÄA4�� ], ��n:Ñ contains
2<F

[ Í F *Å� F *tÄ�4�� ] ��n:Ñ¹� F *�Ä
for any Ä . �

Finally, the next lemma states that if
2
[ �[4�� ] �`{«2HF

[ � F F 4�� ], then
2
[ �t4�� ] �`{n Ñ 2HF [ � F F 4�� ] for some � � j
« ( � )

and � F F � j « ( � F F ).
Lemma 6: Let � , � F � P and

2
,
2<F � $"X ( Zu� \ ). If2

[ �[4�� ] �`{« 2HF [ � F F 4B� ], then there exists a string Í such that
the first symbol ÍÐ*u� F F is � and for any Ä F F � PÏ{ ,2

[ ÍÐ*[� F F *[Ä F F 4B� ] � {n Ñ 2 F [ � F F *[Ä F F 4�� ] O
Proof: We use induction on the length of the reduction2
[ �[4�� ] �}{« 2HF [ � F F 4�� ].

Basis: It is obvious when the length of the reduction is zero.
Induction: Consider the following reduction:2

[ �[4�� ] � {« 2 � [ ���<4B� ] � « 2 F [ � F F 4�� ] O
By the inductive hypothesis, there exists a string Í � such
that the first symbol of Í � *[� � is � and for any Ä � � P¹{ ,2

[Í � *[� � *BÄ � 4�� ] � {n:Ñ 2 � [ � � *BÄ � 4�� ] O
On the other hand, by Def. 8, there exists a subterm

2IF F
of
2 � at @ F F such that

2<F F
[ � � 4�� ] � « � F F and

2HF
[ � F F 4�� ] =2 � [ ���K4�� ][ @ F F Gã� F F ]. By Lemmas 2 and 5, there exists Í F such

that the first symbol of Í F *
� F F is � � and for any Ä F F � P¹{ ,
rule

2HF F
[ Í F *:� F F *lÄ F F 4�� ] � n Ñ�� F F *:Ä F F exists in � n Ñ . By Def. 7,

it follows that
2KF F

[Í F *[� F F *BÄ F F 4�� ] ��n:Ñ¹� F F *[Ä F F . Hence,2 � [Í F *[� F F *[Ä F F 4�� ] ��n:Ñ 2 F [ � F F *[Ä F F 4�� ] O
We can choose Ä � so that Í F *B� F F *BÄ F F = � � *BÄ � . Therefore,
it follows that2

[Íá�á*�Í F *B� F F *uÄ F F 4�� ] � {n Ñ 2 F [ � F F *[Ä F F 4�� ] O
Clearly, Í = Í � *�Í F satisfies the condition of the lemma. �

Theorem 3 immediately follows from Lemma 6.

C Complexity Analysis
The algorithm for deciding the sufficient condition

stated in Theorem 2 consists of the following three steps:

(S1) Compute © 0 from � using the type checking algo-
rithm in [12], where © 0 is a mapping © whose do-
main is restricted to Z � (c) v � � Q�
 , c � P 
 \ .

(S2) Compute � « R �&R ¬ from � , � , and © 0.

(S3) Determine whether there exists a class � such that�ä� {« R �­R ¬ � . If such � exists, then output “ � may
be insecure.” Otherwise, output “ � is secure.”

We analyze the time complexity of the algorithm. For
the reader’s convenience, we explain the notation intro-
duced in Section 4.3 again. Define the size åßæ of a term

2
as v = (

2
) v , i.e., the number of occurrences of

2
. Define the

description length of Σc, denoted µ Σc µ , as the sum of åçæ for
all ( � (c) 	 2 ) � Σc. Also, define the size of � , denoted µ[��µ ,
as follows:

µ[��µ = v Pqv + v¸�èv + v Q]v + v Σb v + µ Σc µuO
For readability, we use Ã to mean µ[�±µ . Let º be the max-
imum arity of all the methods. The height of

2
, denoted� æ , is defined as the maximum length of the occurrences in= (

2
). Let » and ¼ be the maximum size and height of all

2
in Z 2 v ( � (c) 	 2 ) � Σc \ V Z�� \ , respectively. We assume that»}��Ã , i.e., the size of � does not exceed the size of � .

First, consider (S1). The time complexity of computing© 0( � (c)) for all � � Q~
 and c � P 
 is¿
( º�Ã�v Pqv 2 Á +1) 	

which is given in [12]. In this type-checking algorithm, © 0

is implemented by a table, and retrieving an element from© 0 takes
¿

( ºÝÃ�v P·v Á ) time. In (S1), we also reconstruct © 0

by a more efficient data structure such as binomial heap [4].
The time complexity é ¬ 0 of retrieving an element from or
inserting an element into © 0 becomes

é ¬ 0 =
¿

( º log( v Q³vu*�v Pqv Á )) =
¿

( º 2 log Ã ) O
Note that é ¬ 0 �= ¿ ( º log Ã ), since the keys are terms � (c)
and a key comparison takes

¿
( º ) time. This reconstruction

takes ¿
( v Q³v�*�v Pqv Á ( ºÝÃ~v P·v Á + é ¬ 0 ))

=
¿

( ºÝÃ�v P·v Á ( Ã�v P·v Á + º log Ã ))

time. Thus, the complexity of (S1) is¿
( ºÝÃ�v P·v Á ( Ã�v P·v Á + º log Ã )) O (1)



T1 ê ans ë ¢ , ê ∆ ë ¢
T2 compute Res(   (c)) for all   (c)

T3 for each   (c) in ì
T4 add   (c) to ê ∆

T5 if  )í h c then

T6 let £ be Res(   (c))

T7 add £ [c î x] to ê ∆

T8 while ê ∆ ï= ¢
T9 ê±ð∆ ë ¢
T10 for each ( £EeH£ ð ) inê ans ñ ê ∆ ò ê ∆ ñ ê ans ò ê ∆ ñ ê ∆

T11 if £ ð is a subterm of £ at ó ð then

T12 if
�

( £ ð ) has not been computed then

T13 compute
�

( £ ð ) from
�

0

T14 for each ¡lð in
�

( £Kð )
T15 add £ [ ó�ð ë ¡Eð ] to ê¶ð∆
T16 ê ans ë ê ans ò ê ∆, ê ∆ ë êÕð∆
T17 output ê ans as ê

Fig. 9: Procedure for computing ô .

Next, consider (S2). Define ô = Z 2 v 2 � « � � � « \ .
In order to compute �A« , it suffices to compute ô , since the
right-hand side of � « can be computed from the left-hand
side and © .

Fig. 9 shows a procedure for computing ô . Suppose
that variables ô ans, ô ∆, ô F∆, and © are implemented by bi-
nomial heaps. Let é�õ ans denote the complexity of retrieving
an element from or inserting an element into ô ans. DefineéÝõ ∆ , é õ y

∆
, and é ¬ in the same way. Then,

é õ ans = é õ ∆ = é õ y
∆

= é ¬ =
¿

( » log v ô·v ) 	
where » is for a key comparison.

Before analyzing the procedure in Fig. 9 in detail, we
estimate v ô·v . Since it is difficult to estimate v ô·v directly,
we introduce a finite set ô 0 of terms which possibly appear
in the left-hand side of � « . Formally,

ô 0 = ¤
( ö (c) R æ ) r Σc

# æ [c ÷ x] 	
where # æ (

2 � $ X ( P )) is defined as follows:

# p = P 	# ö (t) = P V Z � (t
F
) v 2 F� � # æçø \ O

Intuitively, # æ is the set of all the terms obtained by replac-
ing arbitrary subterms of

2
with arbitrary classes. Clearly

ôLù�ô 0.
The size of # æ can be obtained by solving the following

(in)equalities: v # p v = v Pqv 	v # ö (t) v��úv P·v + û � v #Ìæ ø vÜO
If º = 1, then v # æ vU� ( � æ + 1) v Pqv 	
and therefore,v ô 0 vo� ü

( ö (c) R æ ) r Σc

v # æ [c ÷ x] v
� ü

( ö (c) R æ ) r Σc

( � æ [c ÷ x] + 1) v Pqv
= ü

( ö (c) R æ ) r Σc

å æ [c ÷ x] v P·v
= µ Σc µ�*�v Pqv�¯Ã�v P·v 	 (2)

since å�æ = �Uæ + 1 if º = 1. Next, consider the case thatºÐÉ 2. For any nonnegative integer � , let ýÓþ denote º þ +º þ J 1 + *�*u* + º 0. In what follows, we show thatv # æ v�� ( v Pqv + 1) ÿ�� � O (3)

If � æ = 0, then v # æ v = v PqvÝ� ( v Pqv +1) ÿ 0 = v P·v +1. Suppose
that Eq. (3) holds for any term

2<F
such that �5æ y ��� for some�ãÉ 0. Consider a term

2
= � (t

F
) such that � æ = � + 1.

Then, v #·æ�v��úv Pqv + û � v # æ yø v� v P·v + (( v Pqv + 1) ÿ�� ) Á
= v Pqv + ( v Pqv + 1) ÿ � +1 J 1� ( v Pqv + 1) ÿ � +1 O

Therefore, Eq. (3) holds andv ô 0 v�� ü
( ö (c) R æ ) r Σc

v # æ [c ÷ x] v
� ü

( ö (c) R æ ) r Σc

( v Pqv + 1) ÿ�� � [c � x]

�úµ Σc µ ( v Pqv + 1) ÿ Â�¾Ã ( v Pqv + 1) ÿ Â�¾Ã ( v Pqv + 1) Á Â +1 	 (4)

using ý À ��º À +1 if ºÓÉ 2. After all, from Eqs. (2) and (4),
we obtain v ô·v,�ãv ô 0 v��`Ã ( v P·v + 1) Á Â +1 O



Let us analyze the procedure in Fig. 9 in detail. See (T2).
A straightforward algorithm can compute Res in¿

( ºÝÃ�v P·v Á ) (5)

time. Next, see (T3) through (T7). In (T3), v �Æv��¾v Q]v�*v PÆv Á �ÚÃ�v Pqv Á . If Res is implemented by an appropriate
data structure, then retrieving an element from Res takes

é Res =
¿

( º log( v Q³v�*�v Pqv Á )) =
¿

( º 2 log Ã )

time in (T6). In (T7), computing
2
[c 4 x] takes

¿
( » ) time.

Therefore, executing (T3) through (T7) takes¿
( v �Çv ( é õ ∆ + log v Q c v + é Res + » + é õ ∆))

=
¿

( Ã�v P·v Á ( » log v ô·v + º 2 log Ã ))

=
¿

( º À +1 »�Ã~v P·v Á log Ã ) 	 (6)

using º���» .
See (T8) through (T16). By ô ∆ and ô F∆, we avoid select-

ing a duplicated pair of
2

and
2HF

in (T10). In other words,
(T11) through (T15) are executed at most v ô·v 2 times, and
therefore, (T16) is also executed at most v ô·v 2 times. More-
over, (T13) is executed at most v ô·v times, since the condi-
tion of (T12) holds at most v ôqv times.

In (T11), Knuth-Morris-Pratt string matching algo-
rithm [4] can check in

¿
( » ) time whether

2HF
is a subterm of2

. Constructing
2
[ @ F G�� ] in (T15) takes

¿
( » ) time. Com-

puting ô ans V ô ∆ takes
¿

( » log v ô·v ) time [4]. Therefore,
the complexity of (T11) through (T16) except (T13) is¿

( v ôqv 2( » + é ¬ + é ¬ + v P·v ( » + é õ y
∆
))

+ v ô·v 2 *[» log v ô·v )
=
¿

( v ôqv 2 *Ýv Pqvu*[» log v ô·v )
=
¿

( º À +1 »�Ã 2( v P·v + 1)2 Á Â +1+1 log Ã ) O (7)

On the other hand, in (T13), © (
2
) is computed from © 0 as

follows:

© ( � (c)) = © 0( � (c)) 	© ( � (t)) = ¤
c r ¬ ( æ 1) ��� �	�
��¬ ( æ�� )

© 0( � (c)) O
The time complexity of computing © (

2
) is¿

( é ¬ 0 å æNv Pqv Á +1) =
¿

( º 2 »�v Pqv Á +1 log Ã ) O
The total complexity of (T13) is¿

( v ôqvB*Bº 2 »Dv Pqv Á +1 log Ã )

=
¿

( º 2 »�Ã ( v Pqv + 1) Á Â +1+ Á +1 log Ã ) O (8)

U1 
 ans ë ¢ , 
 ∆ ë d��Uf
U2 while 
 ∆ ï= ¢
U3 
¹ð∆ ë ¢
U4 for each ( £leI£Hð ð ) in 
 ∆ ñ ê
U5 if £Hð ð is a subterm of £ at óuð ð then

U6 for each ¡ ð ð in � ( £ ð ð )
U7 add £ [ ó�ð ð ë ¡Eð ð ] to 
¹ð∆
U8 
 ans ë 
 ans ò 
 ∆, 
 ∆ ë 
èð∆
U9 if 
 ans contains a class then

U10 output “ � may be insecure”

U11 else

U12 output “ � is secure”

Fig. 10: Procedure for determining �Ó�}{« � .
Both of Eqs. (5) and (6) are bounded by Eq. (7). Further-

more, Eq. (8) is also bounded by Eq. (7) since º���»}��Ã .
Thus, the complexity of (S2) is given by Eq. (7).

Lastly, consider (S3). Let � = Z 2 vu���`{« 2 \ . Then,

v �Ùv��×v #��3v��×v ô 0 v = ¿ ( Ã ( v P·v + 1) Á�Â +1

) 	
since ���q�_¼ .

Fig. 10 shows a procedure for determining whether �
contains a class. Suppose that � ans, � ∆, � F∆ are imple-
mented by binomial heaps. By � ∆ and � F∆, we avoid se-
lecting

2 � � more than once. Therefore, (U5) through
(U7) are executed at most v �Ùvu*Ýv ô·v times. (U8) is also ex-
ecuted at most v �-v�*
v ô·v times. Retrieving an element from
or inserting an element into � F∆ takes

é�� y
∆

=
¿

( » log v �Ùv ) =
¿

( º À +1 » log Ã )

time. Computing � V � ∆ also takes
¿

( » log v �Ùv ) time.
Thus, executing (U2) through (U8) takes¿

( v �Îv�*�v ô·v ( » + é ¬ + v P·v ( » + é � y
∆
))

+ v �Ùvu*Ýv ô·vu*[» log v �-v ))
=
¿

( v �Ùvu*�v ô·v�*�v P·vu*B» log v �Ùv )
=
¿

( º À +1 »�Ã 2( v Pqv + 1)2 Á Â +1+1 log Ã ) O (9)

(U9) can be checked in
¿

( v �Îv ) time. Therefore, the time
complexity of executing (S3) is given by Eq. (9).

By Eqs. (1), (7), and (9), the time complexity of the al-
gorithm is ¿

( º À +1 »�Ã 2( v Pqv + 1)2 Á Â +1+1 log Ã ) O


