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Abstract

Inference attacks mean that a user infers (or triesto in-
fer) the result of an unauthorized method execution using
only authorized methods to the user. We say that a method
m iS secure against inference attacks by a user u if there
exists no database instance for which « can infer the result
of m. It isimportant for database administrators to know
which methods are secureand which onesarenot. When an
administrator findsthat a method which retrievestop secret
informationisnot secureagainst inferenceattacks by u, the
administrator can prevent « from attacking the method by
changingthe authorization for «. Thispaper formalizesthe
security problem(i.e., to determine whether a given method
is secure or not) for method schemas, and presentsthe fol-
lowing results. Firgt, it is shown that the security problem
is undecidable. Next, a decidable sufficient condition for
a given method to be secure is proposed. Furthermore, it
is shown that the sufficient condition is also a necessary
one if a given schema is monadic (i.e., every method has
exactly one parameter). The time complexity to decide the
condition is also evaluated. For a monadic schema, the
condition is decidable (and therefore, the security problem
is solvable) in polynomial time of the size of the schema.

1 Introduction

In recent years, various authorization models for object-
oriented databases (OODBS) have been proposed and stud-
ied. Among of them, the method-based authorization
model [5, 13] is one of the most elegant models since
it is in harmony with the concept that “an object can
be accessed only via its methods’ in the object-oriented
paradigm. Inthemodel, an authorization A for auser u can
berepresented as aset of expressionsm(cy, .. ., ¢,), Which
means that « can directly invoke method m on any tuple
(01, ...,0,) Of Objects such that o; is an object of class ¢;
(1 < ¢ < n). Ontheother hand, evenif m(cy, ...,c,) € A,
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u can invoke m indirectly through another method execu-
tion in several models (e.g., protection mode in [3]). Al-
though such indirect invocations are useful for data hid-
ing [3], they may aso alow inference attacks in some sit-
uations.

Example 1: Let Employee, Host, and Room be classes
representing employees, hosts, and rooms, respectively.
Suppose that a method uses returns the host which a given
employee uses, and a method located returns the room in
which a given host is placed. Also suppose that a method
office, which returns the room occupied by a given em-
ployee, isimplemented as office(xz) = located(uses(z)).

Now suppose that the physical computer network is top
secret information. In this case, an authorization for a
user v may be the one shown in Fig. 1, where a solid
(resp. dotted) arrow denotes an authorized (resp. unautho-
rized) method to ». Suppose that « have obtained that
uses(John) = mars and office(John) = A626 using the
authorized methods. Also suppose that « knows the im-
plementation body of office as its behavioral specification.
Then, u can infer that located(mars) = A626.

On the other hand, suppose that method uses re-
trieves top secret information and therefore the authoriza-
tion of w is set as shown in Fig. 2. Then, » knows
that located(mars) = A626, office(John) = A626, and
office(z) = located(uses(z)), similarly to the former case.
However, « cannot conclude that uses(John) = mars only
from the above information, since there may be another
host A such that uses(John) = A and located(h) = A626. O

For a given database schema S and an authorization A
for a user u, an n-ary method m is said to be secure at
(c1,...,¢,) (each ¢; isaclassin .S) against inference at-
tacks by u if w cannot infer the result of m(oq,...,0,)
for any objects o; of class ¢; in any database instance
I of S, using only authorized methods to «. Other-
wise, m isinsecure. For example, if uses(Employee) and



Employee Host Room
insecure
located
John—25%%  _ mars __0%%°C__ 626
4

Fig. 1: An example of an insecure method.
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Fig. 2. An example of a secure method.

office(Employee) are authorized, then located is insecure
since the user can infer located(mars) = A626 under the
databaseinstance showninFig. 1. Ontheother hand, it will
be shown later that uses is secure when only located(Host)
and office(Employee) are authorized. It is important for
database administrators to know which methods are secure
and which ones are not. When an administrator finds that
amethod which retrieves top secret information isinsecure
against inference attacks by «, the administrator can pre-
vent « from attacking the method by changing the autho-
rization for u.

In this paper, we formally define the security problem,
i.e., to determine whether a given method is secure or not.
We adopt method schemas proposed by [2] as a formal
model of OODB schemas since they support such basic
features of OODBs as method overloading, dynamic bind-
ing, and complex objects. The semanticsis simply defined
based on term rewriting. Under this formalization, we first
show that the problem is undecidable. Next, we propose
a decidable sufficient condition for a method to be secure.
Furthermore, we show that the sufficient condition is also
a necessary one if a given schema is monadic (i.e., ev-
ery method has exactly one parameter). Finaly, we eval-
uate the time complexity of deciding the condition. For
a monadic method schema, the proposed condition is de-
cidable (and therefore, the security problem is solvable) in
polynomial time of the size of the schema.

The main idea of the proposed sufficient condition is
to “conservatively” approximate the user’sinference. The

user’'sinferenceis object-level, while the approximation is
class-level inference. To do the class-level inference, we
use a static type checking technique for method schemas.
Let m be an n-ary method and cy,.. ., ¢, be classes. The
most difficult task in type checkingisto solve thefollowing
question:

Suppose that m is executed on arbitrary ob-
jects oy,. .., o, such that o; belongs to class
¢;. What class does the object obtained by the
execution belong to?

Unfortunately, this question is unsolvable in general [2].
However, the type checking algorithm proposed in [12]
can compute a set of classes which contain al the correct
classes, although the set may contain some wrong classes.
Using this algorithm, we can conservatively approximate
user'sinference.

In this paper we discuss precise inference in OODBs.
Precise inference means that a user can infer (or, is inter-
ested in) only the exact value of the result of an unautho-
rized method. On the other hand, most of the recent re-
searches concentrate on imprecise inference in relational
databases, not OODBSs. Imprecise inference means that a
user can infer (or, isinterested in) possible values of there-
sult of an unauthorized method (query) with a certain prob-
ability. In [6], FD-based imprecise inference involving ab-
duction and partia deduction isdiscussed. In [15], aquan-
titative measure of inference risk is formally defined. Im-
precise inference with external, common sense knowledge
can be regarded as datamining [7, 11].

[14] focuses on both precise and imprecise inferencein
OODBs. Besides inferability of the result of a method ex-
ecution, the article introduces the notion of controllability,
which means that a user can control (alter arbitrarily) an
attribute-value of an object in a database instance. We do
not consider controllability since our query language does
not support update operations for database instances. How-
ever, since our query language supports recursion whilethe
onein[14] doesnot, detecting inferability in our formaliza-
tion isnot trivial. [14] also proposes, for a given database
schema S and an authorization A, asound algorithm for de-
tecting inferability or controllability. However, [14] does
not evaluate the complexity of the algorithm.

Thispaper isorganized asfollows. In Section 2, wegive
the definition of method schemas. In Section 3, we discuss
inference attacks and formulate the security problem. We
also show that the problem is undecidable. In Section 4,
we propose a sufficient condition for amethod to be secure.
Finally, in Section 5, we conclude this paper.



2 Method Schemas

2.1 Syntax

We introduce some notations before defining the syn-
tax of method schemas. Let F' be a family of digoint
sets Fy, F1, F»,..., where F,, (n = 0,1,2,...) isa set
of function symbols of arity n. For a countable set X
of variables, let Tr(X) denote the set of all the terms
freely generated by F and X. For aset V, let V™
denote the Cartesian product V x --- x V. For aterm

N——————

t € Te(X), an ntuplet = (t1,...,t,) € (Tr(X)"
of terms, and an n-tuple x = (z1,...,z,) € X" of
variables, let t[t/x] denote the term obtained by simul-
taneously replacing every z; in ¢t with¢; (1 < ¢ <
n). For example, f(z1,9(z1,22))[(f(a), z1)/(z1,22)] =
f(f(a),g9(f(a),z1)). For aterm ¢, define the set of occur-
rences R(t) asthe smallest set of sequences of positivein-
tegers with the following two properties:

e ¢ € R(t), wheree isthe empty sequence.

o Ifr € R(t;), thent -7 € R(f(t1,...,t,)) (1 <t <
n), where the center dot “-” represents the concate-
nation of sequences.

An occurrence of ¢ specifies (the position of) a subterm of
t. For example, 1- 2 of f(f(z, g(z)), g(x))) specifies the
first g(z). Thereplacementint of ¢’ at », denoted t[r — t'],
is defined as follows:

o tle—t] =¢;

L4 f(tla"'atia"'atn)[i'T(_tl]
= f(tj_, . ..,tifl,ti[r — tl],ti+1, . ..,tn),
wherel <i < n.

For example,

f(f(z, g(x)), g(x))[1- 2 h(a, b)] = f(f(z, h(a, b)), g(x)).

We go on to the definition of method schemas. Let C
be a finite set of class names (or simply classes) and M
afamily of mutualy digoint finite sets My, Mi, Mo,...,
where M,, (n = 0,1, 2,...)isaset of method namesof arity
n. Each M, ispartitioned into My, , and M, ,: Eachm,, €
My (= Unzo My,n) (resp. me € M (= UnZO Mc)) is
called abase method name (resp. composite method name).
Furthermore, eachm € M (= My U M.) issimply called a
method name. We say that M is a method signature.

Hereafter, we often use a bold letter v to mean
(v1,...,v,) without explicitly defining it when n is irrel-
evant or obvious from the context.

Definition 1: Let c € C™. A base method definition of
mp € Mpy, & cisapar (mp(c),c), whereec € C. A
composite method definition of m, € M, at cisa pair
(me(C), t), wheret € Tor({z1, ..., zn})- O

Let o; be an object of classc; (1 < z < n) (see Defs. 2
and 4 for formal definitions). Informally, the above base
method definition declares that the application of my to
0 = (oy,...,0,) resultsin an object of ¢ or its subclass,
while the above composite method definition statesthat the
application of m to o resultsin term rewriting starting from
t[o/x]. Theformal definition is presented in Section 2.2.

Definition 22 A method schema [1, 2] S is a 5-tuple
(Ca <, M, 2z, ZC)! where:

1. C isafinite set of class names.

2. < is apartia order representing a class hierarchy.
When ¢’ < ¢, wesay that ¢’ isasubclassof cand cis
asuperclass of ¢’. Wenaturally extend < to n-tuples
of classes asfollows: For twotuplesc = (cy,...,¢c,)
andc' =(cl,...,c,), wewritec < ciff ¢; < ¢} for
al 4.

3. M isamethod signature.

4. Yy isaset of base method definitions.

5. 2 isaset of composite method definitions.

For each possible combination c € C™ and m € M, there
must exist at most one method definition of m at c. If every
method of S has exactly one parameter, then S is monadic.

]

Example 2: An example of amethod schema S; is shown
in Fig. 3. Manager isasubclass of Employee, and Server is
a subclass of Host. Method boss(e) returns the direct boss
of employee e, and method supervisor(e) returns the “ sec-
ond least manager” among the indirect bosses of e. Since
every method has arity one, S; is monadic. O

2.2 Semantics
Method definitions are inherited along the class hierar-
chy.

Definition 3: Let S = (C,<, M, %y, %), mp € My, and
c € C™. Supposethat (mp(c'), ') € Zp isthe base method
definition of my, at the smallest ¢’ above c, i.e., whenever
(mp(c”),c") € Tpandc < ¢, itisthecasethat ¢’ < c¢”.
We define the resolution Res(mp(c)) of mp at c asc’. If
such a unique base method definition does not exist, then
Res(mp(c)) is undefined, denoted L. The resolution of a
composite method is defined in the same way. O



C = {Employee, Manager, Host, Server, Room}
Manager < Employee, Server < Host
M = {boss, uses, located, supervisor, office }
>y = {(boss(Employee), Employee),
(boss(Manager), Manager),
(uses(Employee), Host),
(located(Host), Room)}
3. = {(supervisor(Employee), supervisor(boss(z1))),
(supervisor(Manager), boss(z1)),

(office(Employee), located(uses(z1))) }

Fig. 3: A method schema S;.

Example 3: Consider schema S; shown in Fig. 3. By
Def. 3, Res(located(Server)) = Room. In other words, class
Server inherits method definition (located(Host), Room) €
2. On the other hand, Res(boss(Server)) = L since no su-
perclass of Server has adefinition of boss. m|

The semantics of amethod schemais defined asfollows.
To each class name, a set of objectsis assigned. Also, to
each base method name my,, a mapping over appropriate
sets of objectsis assigned asitsinterpretation. The seman-
tics of a composite method is defined by the interpretation
of base methods and term rewriting.

Definition 4: Aninterpretation (or, also called adatabase
instance) of a method schema S isapair I = (v, u) with
the following properties:

1. Toeachc € C, v assigns afinite digoint set v(c) of
object identifiers (or smply, objects). Each o € v(c)
is called an object of classc. Let Or = (¢ V(o)
For c = (c1,...,cn), let v(c) denote v(cy) x --- X
v(cn).

2. For eech my, € My, p(myp) is a partial mapping
from O} to O which satisfiesthefollowing two con-
ditions. Letc, ¢’ € C™.

(@) If Res(myp(C)) = ¢, then p(mp) |, is atota
mapping to |, v(c), where “|” denotes that
the domain of  is restricted to v(c).

(b) If Res(mp(c)) = L, then u(mp) isundefined ev-
erywherein v(c). m|

A term in T, (Oj) is caled an instantiated term. That
is, aninstantiated term consists of method namesin M and
objectsin Oy. The one-step execution relation —; on the
instantiated terms, based on the leftmost innermost reduc-
tion strategy, is defined as follows:

Definition 5: Let m(0) (0 € v(c)) be the subterm of ¢ €
Twm (Ojy) @ theleftmost innermost occurrence ».

1. If m € My and Res(m(c)) # L, then
t =1 t[r — p(m)(0)].
2. If m € M. and Res(m(c)) =t # L, then
t —1 t[r — t'[0/X]]. O

Note that, by Def. 5, for any instantiated term ¢, there ex-
ists at most one term ¢’ such that ¢ —; ¢'. That is, every
execution is deterministic.

Let —7 bethereflexive and transitive closure of — ;. If
t —7 t' and there exists no ¢” such that t' —; ¢”, then
t' is called the execution result of ¢, and we write ¢| = ¢'.
If t| € Oj, then the execution of ¢ is successful, and if
t| ¢ O; because of nonexistence of the resolution, thenthe
execution of ¢ is aborted. In both cases (i.e., if t| exists),
the execution of ¢ is terminating. On the other hand, if ¢
does not exist, then the execution of ¢ is nonterminating.
We omit the subscript I and simply write — or —* if I is
understood from the context.

Example 4: Anexample of an interpretation I3 = (v1, 1)
of Si isshown in Fig. 4. v; isrepresented by gray rectan-
gles, e.g., v1(Employee) = {Alice, John}. p; isrepresented
by arrows, e.g., p1(boss)(John) = Alice, p1(uses)(John) =
mars. By Def. 5, supervisor(Alice) is executed as follows:

supervisor(Alice) —, supervisor(boss(Alice))
— 1, supervisor(Sara)
—1, boss(Sara)

Bob.

Thus supervisor(Alice) | = Bob. |

3 Inference Attacks

3.1 Authorization

Various sophisti cated method-based authorization mod-
elsfor OODBshave been proposed. In thispaper, however,
discussing authorization models is not our main purpose,
and therefore we adopt the following simple but general
authorization model.

Definition 6: LetS = (C, <, M, %y, 2c). Anauthorization
A for auser  under S is afinite set of m(c), wherem €
M, and c € C™. Intuitively, m(c) € A meansthat « is
authorized to directly invoke method m on any tuple o of
objects such that o € v(c). O

An authorization is often modeled as apair of abase au-
thorization and a set of inference rules. An example of an
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Fig. 4: Aninterpretation I of Sj.

inferenceruleis*if « isauthorized to invoke m on objects
of ¢, then » is also authorized to invoke m on objects of the
subclasses of ¢.” When ¢, < cand ¢ < ¢, the base autho-
rization {m(c)} is expanded into {m(c), m(cy), m(cz)} by
thisrule. In this paper, we assume that a given authoriza-
tion has already been expanded.

Example5; Definean authorization A; for auser u under
Sy inFig. 3asfollows:

Az = {uses(Employee),
supervisor(Employee),
supervisor(Manager),
office(Employee),
office(Manager)}.

Consider the interpretation I; in Fig. 4. Executing
office(John) by « is permitted since John € v;(Employee)
and office(Employee) € A;. On the other hand, execut-
ing uses(Sara) isprohibited since Sara € v;(Manager) but
uses(Manager) € Aj. |

3.2 Formal Definition of User’sInference

Inthispaper, information provided by adatabaseismod-
eled asaset of (in)equalities. For example, suppose that a
user u executes office(John) and obtainstheresult A626. In
this case, the information that « obtains is office(John)| =
A626. In what follows, we demonstrate that user’s infer-
ence can be formalized as the congruence closure of a fi-
nite set of ground equalities when the two reasonable con-
ditions (Q1) and (Q2) stated below are satisfied.

First of al, we define theinformation which » can obtain
directly from adatabase instance I = (v, u).

(*1) User u obtains m(0)| = o iff it is the case that
m(c) € A, 0 € v(c),and m(0)| = o € Oy. That
is, v knows what the result of m(0) is if executing
m(0) isauthorized and the execution is successful.

(*2) User u obtains Res(m(c)) = t iff it is the case that
m(c) € A and Res(m(c)) = ¢. Thatis, » knows the
type declaration of m at ¢ (when m is abase method)
or the behavioral specification of m at ¢ (when m is
a composite method), if executing m(0) (0 € v(c)) is
authorized.

In Example 1, (¥1) and (x2) are stated informally.

Next, supposethat « can use at least four inferencerules:
reflexivity, symmetry, transitivity, and substitutivity (i.e., if
t; = t; for al ¢, then f(t) = f(t')). Also suppose that user
u knows that o # o' for distinct objects o and o’ (e.g., u
knows John # Alice, Sara # A626, and so on).

Asstated in Section 1, the goal of inference attacksisto
obtain o such that m(0)] = o for somem and 0. In other
words, » wants to infer equalities. Therefore, if we find a
reasonable condition under which inequalities are useless
toinfer equalities, we can formalize user’sinference asthe
congruence closure of equalitiesinduced by (x1) and (x2).
Let us examine the following example:

Example 6: Recall the second case of Example 1, where
u cannot infer uses(John)| = mars since there may be an-
other host h such that uses(John)| = h and located(h)| =
A626. However, if » knows that located(o)| # A626 for
any other object o in the database instance, then « can con-
clude that uses(John) = mars. O

The above example suggests that inegqualities are useless to
infer equalitiesif the following condition is satisfied:

(Q1) User u does not know what Oy is.

In many cases, this condition is satisfied by just hiding Oy
from the user.

Equalities obtained by (x2) are not ground (i.e., include
variables). However, together with the following condi-
tion (Q2), they are equivalent to afinite set of ground equal -
ities, which has many good properties:

(Q2) The user does not know what C is.
This condition is also satisfied by just hiding C.

Example 7: Consider a schema with a composite method
m¢ which has the same resolution ¢ at every classc € C.
Let A = {mc(c) | ¢ € C'} be an authorization for a user .
Assume that « knowswhat C'is. Then, » can infer that
me(t')] = t[t'/z]| for any term ¢’ suchthat t'| € Oy, since



m¢ hasthe same resolution ¢ at any class. Note that, in this
inference, » does not need to know which classt’ | belongs
to.

Ontheother hand, if (Q2) issatisfied, then » cannot con-
clude that mq(t')| = ¢[¢'/=]] without exactly inferring the
classtowhich ¢’ | belongs since there may be another class
cinC suchthat t'| € v(c) and Res(mg(c)) # t. O

Type checking [2, 12] is useless when (Q2) is satisfied.
Therefore, to know theclasstowhich ¢’ | belongsistoinfer
theexact value of ¢’ |. Thus, the equalities obtained by (x2)
can be applied only to terms ¢’ such that ¢’ | isknown. This
means that each equality Res(m(c)) = t obtained by (x2)
can be regarded as {m(0)| = t[o/x]] | 0 € v(c)}, which
isafinite set of ground equalities.

Consequently, by assuming (Q1) and (Q2), we can
model user’sinference asthe congruence closure of afinite
set of ground equalitiesinduced by (x1) and (x2). For tech-
nica reasons, we define the congruence closure through
rewriting rules >; 4 introduced below. From the correct-
ness of Knuth-Bendix completion [10], t| = o iff tisre
ducibletoo by >, 4.

Definition 7: Define Py, 4 asthe minimum set of rewriting
rules > 1,4 on T (Or) setisfying the following three con-
ditions. Intuitively, t > 4 o means that the user knows or
caninferthat t| = o.

(A) If m(c) € A, 0 € v(c),and m(0)| = o € Oy, then
Py 4 contains
m(O) D>r1,4 0.
This corresponds to (x1).

(B) 1fmc(C) € A, mc € M, 0 € v(C), mc(0)| =0 € Oy,
and Res(m¢(c)) =t # L, then Py, 4 contains

t[O/X] >1,4 0.

This essentially correspondsto (x2).

(C) If Pp 4 containst >4 o andt” > 4 o such that
t"” isaproper subterm of ¢ at »”, then Py 4 contains

tlr" — 0"l >4 0.

See aso Fig. 5. This simulates Knuth-Bendix com-
pletion procedure.

By definition, the right-hand side of each ruleis an object.
Notethat the existenceof ¢ > 4 0in Py 4 impliest —7 o.

Define= 1, 4 astheone-stepreductionrelationby > 4.
That is, t =, 4 t' iff there exists a subterm ¢t" of ¢ at »”
such that t” >ra o' € PI,A and t' = t[’l’” — O”]. Let

N\
> 0 tfr'" - o' 0

OII
o J \\ \

Fig. 5: Condition (C) of Definition 7.

1y

=7,4 denote the reflexive and transitive closure of =7 4.
For readability, we often write >; and Py instead of > 4
and Py 4, respectively. O

Example8: For S1 in Fig. 3, I1 in Fig. 4, and A; in
Example 5, Py, is computed as shown in Fig. 6. Rules
(A1)—(A10) are obtained by Def. 7(A), and (B1)—(B8) by
Def. 7(B) with composite methods supervisor and office.
Rules (C1) and (C2) are obtained by Def. 7(C). For exam-
ple, (C1) isderived from (A1) and (B5).

Rule (Cl) indicates that the user can infer that
located(mars)| = A626, as stated in thefirst case of Exam-
ple 1. Moreover, rule (C2) indicates that located even for
a server jupiter can beinferred. Let m = office(boss(Sara))
and 7’ = office(boss(John)). Then,

T =, office(Bob) =, B533.

Thus user « caninfer that 7| = B533. On the other hand, »
cannot infer the value of 7’| (although 7’| = B533) since
no subterm of 7/ can be rewritten by therulesin P;,. O

3.3 The Security Problem

Thenotion of security of methods discussed in Section 1
isnaturally extended totermsin Ty, (C) asfollows: A term
T € Ty (C) is said to be secure if there exists no interpre-
tation I = (v, p) suchthat r[o/c] =7 4 o forany o € v(c)
and o € Oj. Otherwise, T isinsecure. The security prob-
lemis to determine whether agiven 7 € T (C) is secure
or not.

Theorem 1: The security problem for method schemas
with methods of arity two is undecidable.

Sketch of Proof: Thetype-consistency problemisto deter-
mine whether, for agiven method schema S, thereexistsan
interpretation of .S which causes an aborted execution. [8]
shows that the problem for method schemas with methods
of arity two is undecidable by reducing the Post’s Corre-
spondence Problem (PCP) to the problem. In the reduc-
tion, each interpretation I is regarded as a candidate for a
solution to a PCP. If I isactually asolution, then execution



uses(John) > mars (Al)

uses(Alice) >r, jupiter (A2
supervisor(John) >z, Bob (A3)
supervisor(Alice) >z, Bob (A%
supervisor(Sara) >1, Bob (A5)
supervisor(Bob) >j Bob (AB)
office(John) >z A626 (A7)
office(Alice) >j B533 (A8)
office(Sara) >, A626 (A9)
office(Bob) >, B533 (A10)
supervisor(boss(John)) >; Bob (B1)
supervisor(boss(Alice)) >z Bob (B2)
boss(Sara) >z Bob (B3)

boss(Bob) >;, Bob (B4)
located(uses(John)) >, A626 (B5)
located(uses(Alice)) > B533 (B6)
located(uses(Sara)) >z, A626 (B7)
located(uses(Bob)) > B533 (B8)
located(mars) 5 A626 (cy
located(jupiter) > B533 (€2

Fig. 6: Contents of Py, .

of aterm, say m(o), isaborted under I. Otherwise, m(o) is
nonterminating. By dightly modifying thereductionin[8],
we can construct a schemawith the following properties:

¢ If I isasolution, then the execution of aterm, say
m/(0), is successful under 1.

e Otherwise, m/(o) is nonterminating under 1.

Let c betheclasstowhich o belongs. Let A = {m/'(c)} and
7 = m/(c). Then, the PCP has a solution iff there exists
I =(v,p) suchthat r[o/c] =7 o' for someo and o’ O

4 Security Analysis
4.1 A Sufficient Condition

In this section we propose a decidable sufficient con-
dition for a given term 7 € T (C) to be secure. The
main idea is to introduce new rewriting rules on T, (C)
which “conservatively” approximate >y 4, i.e., if 7isin-
secure, then 7 is reducible to a class ¢ by the new rewrit-
ing rules. Intuitively, each ¢t € T,(C) is considered as
the set of instantiated terms {t[o/c] | o € v(c)}. The
“execution result” E(t) of ¢ is defined as follows. ¢ €

Z (boss(Employee)) = {Employee, Manager}
Z (boss(Manager)) = {Manager}
Z (uses(Employee)) = {Host, Server}
Z (uses(Manager)) = {Host, Server}
Z(located(Host)) = {Room}
Z (located(Server)) = {Room}
Z (supervisor(Employee)) = {Manager}
Z (supervisor(Manager)) = {Manager}
Z (office(Employee)) = {Room}
Z (office(Manager)) = {Room}
Z(m(c)) = 0 for any other combinations
of m and ¢,

Zm) = |J Z0m(e)

cEZ(t)

Fig. 7. Z for schema S;.

E(t) iff there exists an interpretation I = (v, ) such that
tlo/c]| € v(c) for someo € »(c). Unfortunately, we can-
not compute F exactly in genera [2]. However, we can
compute Z : Ty (C) — 2€ suchthat Z(t) D E(t) for ev-
ery t € Ty (C)[12]. Weuse such Z to approximate > 4.
The smaller Z(t) is, the better approximation we have, al-
though the approximation is still conservative even when
Z(t) = C for dl t. The dgorithm in [12] gives a fairly
small Z.

Example 9: Using the algorithm in [12], we can compute
Z for schema Sy inFig. 3. Theresultispresentedin Fig. 7.
For example, Z (boss(Employee)) = {Employee, Manager}
means that for any object e of Employee, the result of
boss(e) is an object of either Employee or Manager. Ac-
tualy, the obtained Z is equal to E inthis case. m|

The next definition introduces the new rewriting rules
>s,4,z 0N T (C) which approximate >, 4.

Definition 8: Define Ps, 4,7 asthe minimum set of rewrit-
ing rules g 4,z on Ty, (C) satisfying the following three
conditions:

(A) If m(c) € A, then Ps 4,z contains
m(C) D>g,a,zC

for each ¢ € Z(m(c)).

(B) If me(C) € A, mc € Mg, and Res(me(c)) =t 7 L,
then Ps, 4,7 contains

t[C/X] DSYAYZ C



uses(Employee) [>s, Host (A)
uses(Employee) [>s, Server (Aii)
supervisor(Employee) [>s, Manager (Aiii)
supervisor(Manager) [>s, Manager (Aiv)
office(Employee) >s, Room (Av)
office(Manager) >s, Room (Avi)
supervisor(boss(Employee)) [>s, Manager (Bi)
boss(Manager) >s, Manager (Bii)
located(uses(Employee)) [>s, Room (Biii)
located(uses(Manager)) >gs, Room (Biv)
located(Host) >g, Room (Ci)
located(Server) [>s, Room (Cii)

Fig. 8: Contents of Ps,.

for each ¢ € Z(t[c/X]).

(C) If Pg containst >s,a,zC and ¢’ >s,4,7 c" suchthat
t"" isaproper subtermof ¢t at 7"/, then Ps 4,z contains

n 1 !
tlr" —c'l >sazc

foreachc € Z(t[r" « "]).

Define =5 4,7z as the one-step reduction relation by
>s,a,z. Let =% , ; denote the reflexive and transitive
closureof =g, 4,7. For readability, we often write > g and
Pgsinstead of >, 4,7 and Ps 4,7, respectively. a

Example10: Fig. 8 presents the contents of Ps, for
schema S; in Fig. 3, A; in Example 5, and Z in Fig. 7.
Rules (Ai)—(Avi) are obtained by Def. 8(A), and (Bi)—(Biv)
by Def. 8(B) with composite methods supervisor and office.
Rules (Ci) and (Cii) are obtained by Def. 8(C).

Rule (Cii) indicates that the user may be able to infer
the location of a server. Moreover, rules (Avi) and (Bii)
together indicate that the user may be ableto infer the office
of the boss of amanager. Comparethiswith the explanation
in Example 8. m|

The next lemma states that each rule in P; is conserva-
tively approximated by arulein Ps.

Lemmal: If thereisaninterpretation I = (v, u) such that
tlo/x] >ro € Prforsomeo € v(c) and o € v(c), then
tlc/x] >sc € Ps.

Proof: We useinduction on the number of theiterations of
aprocedure which computestheleast fixed point satisfying
the three conditionsin Def. 7.

Basis. Consider the case that m(0) >; o (o € v(c)) isob-
tained from Def. 7(A). Then, m(c) € A, o € v(c), and
m(0)| = o. Moreover, ¢ € Z(m(c)) from the property of
Z. FromDef. 8(A), Ps containsm(c) >scsincem(c) € A
and ¢ € Z(m(c)). The case that Res(mc(c))[0/X] > ois
obtained from Def. 7(B) can be proved in the same way.

Induction: Supposethat ¢’[0” /x"] (0" € v(c")) isaproper
subterm of ¢[o/x] (0 € v(c)) a " and that ¢[o/X] >t o
(0 € v(c)) and t"[0"/X"] 10" (0" € v(c")) have been
obtained. Let ¢'[0'/X'] = t[o/X][r" « 0"] (0' € v(C')),
and suppose that ¢'[0’ /X'] > 1o isobtained from Def. 7(C).
By theinductive hypothesis, Ps containsbotht[c/X] >s ¢
and t""[c" /X"] s ¢". From the definition of ¢'[0’/x'], we
obtain t'[c'/x] = t[c/X][r" « ¢"]. Sincet'[0'/X'] >ro €
Pr implies t'[0'/x']] = o, it holdsthat ¢ € Z('[c'/x']).
From the above inductive hypothesis and Def. 8(C), we can
concludethat ¢'[c' /X'] s ¢ € Ps. |

We have the following theorem:

Theorem 2: Let 7 € Ty (C). If there exists no class ¢
suchthat 7 =% , » ¢, then 7 issecure, i.e, there exists no
interpretation I = (v, ) such that r[o/c] =7,4 o forany
ocv(c)ando € Oy.

Proof: By Lemma 1, it can be easily shown that if thereis
I = (v, p) such that ¢t[o/x] =% t'[0' /x'] for some o € v(c)
and o' € v(c'), thent[c/x] =% t'[c'/x]. Thetheorem is
implied by this fact. O

The proposed sufficient condition is obviously decid-
able, sincetheright-hand sideof eachrule I>s 4 z isaclass
and therefore the “size” of the term decreases every timea
ruleis applied.

Example 11: Consider schema S; in Fig. 3, and let 7 =
office(boss(Employee)). We can conclude that 7 is secure
since no subterm of 7 can be rewritten by any rule Pg, in
Fig. 8. ]

Example 12: We said that method uses is secure in the
second case of Example 1. Actudly, it is not diffi-
cult to see that Ps has only located(Host) >s Room
and office(Employee) >s Room.  This implies that
uses(Employee) is secure. |

It is open whether the undecidability of the security
problem stems only from the uncomputability of E. In
other words, it is open whether or not the sufficient con-
ditionin Theorem 2 is also anecessary onewhen we use F
asZz.



4.2 Monadic Case

When a given schemais monadic, the algorithmin [12]
computes E intime polynomial of thesize of S. Moreover,
when a given schema is monadic and we use E as Z, the
sufficient condition in Theorem 2 is also a necessary one.

Theorem 3: Let .S beamonadic schemaand r € T (C).
If there exists aclass ¢’ such that 7 =% , 5 ¢/, then 7
isinsecure, i.e., there exists an interpretation I such that
mlo/c] =7 4 o for someo € v(c) and o’ € Oy.

Proof: See Appendix B. m]

Example 13: Consider schema S; in Fig. 3. Since S; is
monadic and Z presented in Fig. 7 isequal to E, we can
conclude that located(Server) is insecure by rule (Cii) in
Fig. 8. Moreover,

office(boss(Manager)) = s, office(Manager)
=5, Room,

and therefore office(boss(Manager)) isinsecure. O

4.3 Complexity

We summarize the time complexity of deciding the suf-
ficient condition stated in Theorem 2. Define the size of a
term ¢ as |R(t)|, i.e., the number of occurrences of ¢. De-
fine the description length of X, denoted ||Z¢||, asthe sum
of thesizeof all ¢ such that (m(c), t) € Z.. Also, definethe
sizeof S, denoted || S||, asfollows:

IS =1CT+ <]+ |M] + [2p] +[|Z]|-

Let k& be the maximum arity of all the methods. The height
of ¢ isdefined as the maximum length of the occurrencesin
R(t). Let L and H be the maximum size and height of all
tin{¢| (m(c),t) € .} U {r}, respectively.

By assuming L < ||S||, the total time complexity (in-
cluding computation of 7) is

OKTHLLS|2(C] + )%™ 1og | S])).
See Appendix C for detalls.

Theorem 4. For a monadic method schema, the security
problem is solvable in polynomial time of the size of the
schema. O

5 Conclusions

We have formalized the security problem against infer-
ence attacks on OODBS, and shown that the problemisun-
decidable. Then we have proposed a decidable sufficient
condition for a given method to be secure, by introducing

class-level inference (1>5) which conservatively approx-
imates object-level inference (1>7). We believe that the
approximation is fairly tight in spite of its simple defini-
tion, since the sufficient condition becomesanecessary one
when the given schemais monadic.

There are several variants of the security problem. For
example, [9] discusses the instance-level security. In[9], a
method m issecureif auser cannot infer theresult of m un-
der agiven database instance. The instance-level security
problem is solvable in polynomial timein practical cases.

In several situations, impreciseinference becomes pow-
erful enough to cause serious problems. Moreover, method
schemas do not seem a perfect model of OODB schemas
sincethey do not support multi-valued methods, update op-
erations, and so on. Therefore, we intend to extend both
inference and database models. Furthermore, the security
of incomplete OODB schemas should be considered, so
that the security can be checked in parallel with designing
OODB schemas.
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APPENDI X

A Notation Table
Ty (X): the set of al the terms freely generated by
method signature M and variables X.

t[t/x]: the term obtained by simultaneously replacing ev-
ery variable z; € x intermt with ¢; € t.

R(t): the set of occurrences of term ¢.

t[r « t]: thereplacement in term ¢ of ¢’ at occurrencer.

Res(m/(c)): the resolution of method m at tuple ¢ of
classes.

Or: the set of al the objectsin interpretation 1.
— 1. the one-step execution relation.

—7%: thereflexive and transitive closure of — .

t|: the execution result of ¢t € T3,(Oj).

>1,4: the rewriting rules on T, (Oy) representing user’s
inference on interpretation I under authorization A.

Py 4: the set of rewriting rules > 4.

=1, 4. the one-step reduction relation by > 4.

=74l the reflexive and transitive closure of =1 4.

E(t): the“execution result” of ¢t € Ty, (C).

>sg,a4,z: therewritingruleson T, (C) representing user’s
inference on an interpretation of S under authoriza-
tion A, using Z which approximates E.

Ps, 4,z: the set of rewriting rules >g, 4,7.
=5,4,z- the one-step reduction relation by >g 4, 7.
=%,4,z" thereflexive and transitive closure of =5 4,7.

B Complete Proof of Theorem 3

Weintroduce asyntactic interpretation I's = (vs, p5) of
amonadic schema S, and show that I5 satisfies Theorem 3.
Let N be apositive integer.

1. Foreachc € C,vg(c) = {c-a |a € C* andthe
length of ¢ - o isat most N}, where C* denotes the
Kleene closure of C.

2. For each my, € My, define pg(my) asfollows:

(@) If Res(mp(co)) = ¢, then ps(mp)(co) = ¢’, and
forj > 1,

ps(mp)(co-c1-ca---c;)
_feerie ifaa<d,
Tl cpee- ¢; otherwise.

(b) If Res(mp(co)) = L, then ps(mp)(co - c1 -

cz- - ¢;) (5 2 0) isundefined.

We consider a syntactic interpretation Is = (vgs, us) with
sufficiently large N.

In order to prove that Is satisfies the theorem, we need
several technical lemmas.

Lemma2: Let t € Tu({z}), and suppose that ¢’ €
E(t[c/z]). Thereexists 3 € C* such that

1. thefirst symbol of 3 - ¢’ is¢, and
2. foreacha € C* suchthat 8- ¢’ - aisan object of I's
(i.e., thelengthof 3 - ¢’ - aisat most N),

tB-c - ajz] =7, ¢ o



Wecall 3 areduction string of (t[c/z], ¢).

Proof: Suppose that ¢’ € E(t[c/z]). By the definition
of E, there exists an interpretation 7 = (v, x) such that
tlo/z] —7% o’ for someo € v(c) and o’ € v(c'). Consider
thei-th step (counting from zero) ¢;[o; /z] — 1 ti+1[0s1/ ]
of the reduction t[o/z] —% o', where to[oo/z] = t[o/z]
and t,[0, /2] = o'. Lete; (0 < ¢ < n—1) betheclass
such that o; € v(c;), and m;(o;) be the innermost term of
t;[o;/z]. DefineB; (0 < i < n — 1) asfollows:

— C;
m-{a

Inwhat follows, we show that 8 = 3q - - - 3,1 satisfiesthe
conditions of thislemma.

It is easily verified that 5 satisfies the first condition
since

if m; € My,
otherwise.

e o9 =o€ v(c),and
e if m; € M, theno;+1 = o; by the definition of — 7.

To see that B also satisfies the second condition, consider
the execution of to[3 - ¢ - a/z] under Is for an arbi-
trarsy a« € C*. If mg € My, then 8o = co, and thus
tolB-c-ajz] =1, ta[B1-- Bn_1-c' - a/z]. Ontheother
hand, if mo € Mc, then 8o = €, andthusto[8-c’ - a/z] — 14
t1[B1- -+ Bn-1-c - a/z]. Ineither case,

tlf-c'-ajal = tolfo-Brfus-c - afa]

—1s t[B1-+ Pn_1-c - ajz].

By repeating this, t[5 - ¢’ - a/z] —3_ ¢ - a. |

s

Lemma3: Lett, t', t" € Ty ({z}) such that ¢’ is a sub-
termof t at " andt' = ¢[»"" —z]. If both " € E(t"[c/z])
and ¢’ € E(t'[¢" /z]) hold, then ¢’ € E(t[c/x]).

Proof: By Lemma 2, there exist reduction strings 3" of
(t"[c/=z],c")and B’ of (t'[c" [z],c), i.e,

e thefirst symbol of 3" - " ise,

o t'[B" - -a" [z] —>}S "o forany o € C*,
e thefirst symbol of 3’ - ¢’ isc”, and

o t'[f'-c'-a'[z] =7, o/ forany o € C*.

When we choose o’ sothat ¢ - o' =3' - ¢’ - o, we have
t[3"-p - -a/x] -7 - a.
By the definition of E, ¢’ must bein E(t[c/z]). O

Lemmad4: Lett, ', t" € Tu({z}) such that t" is a
subterm of ¢ at 7' and t' = t[r" « z]. Suppose that

" € E("[c/z]) and ' € E(t'[¢"/z]). Let ' be an ar-
bitrary reduction string of (¢'[¢" /z], ¢'). Then, there exist
reduction strings 3 of (¢[c/z], ) and 8" of (t"[c/z],c")
suchthat g = 8" - 3.

Proof: Let 8” and 3’ be arbitrary reduction strings of
(t"[c/=],c") and (t'[c"" /=], '), respectively. By the proof
of Lemma3, 8”3’ isareduction string of (t[c/z], ¢’). This
fact implies the lemma. ]

The next lemma states that if t[c/z] >s ¢ € Ps, then
tlo/z] >, o' € Pr, forsomeo € vg(c) and o’ € vs(c').
In this sense, Ps contains no “wrong” rules.

Lemmab: Lete, ¢’ € C,andt € Ty ({z}). If tlc/z] >s
¢ € Ps, then for an arbitrary reduction string 3 of
(tle/z], ") and for any « € C*,

t[3-c-aj/z] b1, c -a€ Pr.

Proof: We use induction on the number of theiterations of
aprocedure which computes the least fixed point satisfying
the three conditionsin Def. 8.

Basis: Supposethat m(c) 1>s ¢’ isobtained from Def. 8(A).
Let 3 be an arbitrary reduction string of (m(c), ¢’). Since
m(c) € Aadm(B-c -a) =}, ¢ -a, weobtan
m(B -c - a) >, ¢ - afrom Def. 7(A). The case that
Res(me(c))[c/z] >s ¢’ isobtained from Def. 8(B) can be
proved similarly.

Induction: Suppose that thereexist c € C and ¢, t/, t' €
Tu({z}) such that

e t" isasubtermof ¢ at »”,

o t' =t[r" —z],

o t"[c/x] >s " € Ps,

e t[c/z] >gc1 € Ps for somecy, and
o ¢ € E(t'[c"/z]).

Also suppose that t'[c"/z] s ¢’ is obtained from
Def. 8(C). Since t"[c/z] >s " € Ps, it holds that
c" € E(t"[c/z]) by Def. 8. By Lemma 3, it holds that
¢ € E(t[e/z]). Then, by Def. 8 again, t[c/z] >s ¢’
must be in Ps. Let B’ be an arbitrary reduction string
of (t'[¢"/z],c'). That is, the first symbol of g’ - ¢' is¢”
and t'[p' - ¢’ - o [z] =3, ¢ -a' forany o/ € C*. By
Lemma 4 and the inductive hypothesis for t[c/z] >gs ¢
andt"[c/z] >gc”, thereexist B and " such that

o thefirst symbol of 8- ¢’ ise,
o t[3-c-afr] b1, - a€ P forany a € C*,
e thefirst symbol of 3" - ¢" isc,



o t"[3".c"-a"[z] > " € P forany o’ € C*,
and
¢ 3=p"p.
When we choose o and o’ sothat 3’ - ¢’ - a = " - ", it
holdsthat 8- ¢’ -a =" - " - . By Def. 7(C),

t[3-c - a/z][r" " "] b -a € Pp.
Sincet[B - ¢ - afz][r" — " - a"] = ¢[" - a"/z] =

(B - c - a/z], Pr; contanst'[f’ - ¢’ - a/x] >, -
for any a. 0

R

Findly, the next lemma states that if t[c/z] =%
t'[" /], then t[o/x] =7 t'[0"/z] for some o € vs(c)
ando” € vs(c").

Lemma6: Letec, ¢/ € Candt, t' € Tyu({z}). If
tle/z] =% t'[¢" /z], then there exists a string 3 such that
thefirst symbol 3 - ¢” isc and for any " € C*,

t[B-c" o [x] =7, t'[c" - o' [x].

Proof: We use induction on the length of the reduction
tle/z] =% t'["/z].

Basis: Itisobviouswhenthelength of the reductioniszero.
Induction: Consider the following reduction:

tle/z] =% tilci/z] =5 t'["/z].

By the inductive hypothesis, there exists a string 8; such
that the first symbol of 3; - ¢; isc and for any a; € C*,

t[,@i S Cj e ai/z] é}s t,-[ci . ai/m].

On the other hand, by Def. 8, there exists a subterm ¢”
of t; a »" such that t"[c;/z] >s ¢ and t'[c"/z] =
ti[ci/z][r" —c"]. By Lemmas2and 5, thereexists 3’ such
that the first symbol of 3’ - ¢” is¢; and for any " € C*,
rulet”[8 - ¢" - " /z] 1. " - o existsin Pr.. By Def. 7,
it followsthat t"[8' - ¢" - &' [z] =15 ¢’ - &' Hence,

tIB" " - Jx] =g V[ o ).

We can choose a; sothat 8’ - ¢” - o = ¢; - a;. Therefore,
it follows that

t[B;- B - " [x] =7, t'[c" - 2]
Clearly, 8 = 3; - 8’ satisfies the condition of the lemma. O

Theorem 3 immediately follows from Lemma 6.

C Complexity Analysis
The algorithm for deciding the sufficient condition
stated in Theorem 2 consists of the following three steps:

(S1) Compute Z, from S using the type checking algo-
rithm in [12], where Z, is a mapping Z whose do-
mainisrestricted to {m(c) | m € M,,c € C™}.

(S2) Compute Ps 4,7 from S, A, and Zj.

(S3) Determine whether there exists a class ¢ such that
T =54,z ¢ If suchc exists, then output “7 may
beinsecure.” Otherwise, output “r is secure.”

We analyze the time complexity of the algorithm. For
the reader’s convenience, we explain the notation intro-
duced in Section 4.3 again. Define the size l; of aterm ¢
as |R(t)|, i.e., the number of occurrences of ¢. Define the
description length of %, denoted || Z¢||, as the sum of [, for
al (m(c),t) € Z.. Also, definethe size of S, denoted ||.S]|,
asfollows:

IS =1C1+ <]+ | M] +[Zp] + [|Z]|-

For readability, we use N to mean || S||. Let k& be the max-
imum arity of al the methods. The height of ¢, denoted
h¢, is defined as the maximum length of the occurrencesin
R(t). Let L and H be the maximum size and height of all ¢
in{t | (m(c),t) € 2.} U{r}, respectively. We assume that
L < N, i.e,thesizeof 7 does not exceed thesize of S.

First, consider (S1). The time complexity of computing
Zo(m(c)) foral m € M, andc e C™is

O(kN|CJ?#),

whichisgivenin[12]. Inthistype-checking agorithm, Z
isimplemented by atable, and retrieving an element from
Z takes O(kN|C|*) time. In (S1), we also reconstruct Zg
by amore efficient data structure such as binomial heap [4].
The time complexity pz, of retrieving an element from or
inserting an element into Z, becomes

pz, = O(klog(|M] - |C|*)) = O(k? log N).

Note that pz, # O(k log V), since the keys are terms m(c)
and akey comparison takes O(k) time. Thisreconstruction
takes

o(M|- |Cl*kN|C* + pz,))
= O(kN|C|*(N|C|* + klog N))

time. Thus, the complexity of (S1) is

O(kN|C[*(N|C|* + klog N)). €]



T1 Qans — @, QA — @
T2 compute Res(m(c)) for al m(c)
T3 for eachm(c)inA

T4 add m(c) to Qa
T5 if m € M. then
T6 let ¢ be Res(m(c))
T7 add ¢[c/x] to Qa
T8 whileQa 70
T9 Qr—0
T10 for each (¢,¢') in
Qans X Qa U Qa X Qans U Qa X Qa
T11 if ' isasubtermof ¢ at »' then
T12 if Z(t") has not been computed then
T13 compute Z(t') from Zo
T14 for each ¢’ in Z(¢)
T15 add t[r' — '] to Q)

T16 Qans — Qans U Qp, Qn — QIA
T17 output Qasas@Q

Fig. 9: Procedure for computing Q.

Next, consider (S2). Define@ = {t | t >sc € Ps}.
In order to compute Ps, it sufficesto compute @, since the
right-hand side of 1> can be computed from the left-hand
sideand Z.

Fig. 9 shows a procedure for computing Q. Suppose
that variables Qans, Qa, @), and Z are implemented by bi-
nomial heaps. Let pg,, denotethe complexity of retrieving
an element from or inserting an element into Q. Define
PQur PQ and pz in the same way. Then,

PQus = PQs = Pgy = Pz = O(L10g|Q)),

where L isfor a key comparison.

Before analyzing the procedure in Fig. 9 in detail, we
estimate |@|. Since it is difficult to estimate |Q| directly,
weintroduce afinite set Q¢ of termswhich possibly appear
in the left-hand side of >g. Formally,

Qo= U Xt[c/x]a
(m(c),t)€Xc
where X; (¢t € Ty (C)) isdefined as follows:
X, = C,
Xme = CU{m(t) | t; € Xy, }.

Intuitively, X; isthe set of all the termsobtained by replac-
ing arbitrary subterms of ¢ with arbitrary classes. Clearly

Q C Qo.
Thesize of X; can be obtained by solving the following
(in)equalities:
| Xe| = |01,
[ Xmol < 101+ ] IXe,

A

If & =1, then
| X2| < (he + 1)|C,

and therefore,

|Qol

> 1 Xyeml

(m(c),t)EZ.

Z (hige/x + D|C|

(m(c),t)EZ.

D lyelCl

(m(QDE
12l - €]
Niey, @)

IN

IN

IN

sincel; = hy + 1if & = 1. Next, consider the case that
k > 2. For any nonnegative integer h, let K, denote k" +
kh=1+...+ kO Inwhat follows, we show that

| X:| < (IC]+1)Fre. ©)

If hy =0, then|X;| =|C| < (|C|+1)¥° = |C|+1. Suppose
that Eq. (3) holdsfor any term ¢’ such that ks < h for some
h > 0. Consider aterm ¢ = m(t’) suchthat h; = h + 1.
Then,

| X

IN

]+ T 1

O] + (] + <0
€] + (0] + DFr—t
(1] + 2%,

IN

IN

Therefore, Eg. (3) holds and

Ql < >

(m(0),t) e,

> (0] + e

(m(0),t) €%
[Zcll(|C] + pF=
N(|C|+1)k=
H+1
N(C|+1)* @)

|Xt[c/x]|

IN

IN NN

using K < k¥*if k > 2. After all, from Egs. (2) and (4),
we obtain

10| < |Qo| < N(IC| + 1)+



Let usanalyzetheprocedurein Fig. 9indetail. See(T2).
A straightforward algorithm can compute Res in

O(kN|C|*) ©)

time. Next, see (T3) through (T7). In (T3), |4| < |M] -
|C|* < N|C|*. If Resisimplemented by an appropriate
data structure, then retrieving an element from Res takes

pres = O(k log(|M] - |C|*)) = O(k? log N)

timein (T6). In (T7), computing t[c/x] takes O(L) time.
Therefore, executing (T3) through (T7) takes

O(|Al(pq, +10g|Mc| + pres + L + p@,))
= O(N|C|*(L1og|Q| + k?*log V)
= Ok LN|C|* log V), (6)

usingk < L.

See(T8) through (T16). By Qa and Q/, weavoid select-
ing a duplicated pair of ¢ and ¢’ in (T10). In other words,
(T11) through (T15) are executed at most |Q|? times, and
therefore, (T16) is also executed at most | Q|? times. More-
over, (T13) is executed at most |Q| times, since the condi-
tion of (T12) holds at most |Q| times.

In (T11), Knuth-Morris-Pratt string matching algo-
rithm [4] can check in O(L) time whether ¢’ is a subterm of
t. Constructing t[»' « c] in (T15) takes O(L) time. Com-
puting Qans U Qa takes O(L log |Q|) time [4]. Therefore,
the complexity of (T11) through (T16) except (T13) is

O(QP(L + pz +pz +|C|(L + pqy))
+QJ?- Llog|Q))

o(Qf*-|C|- Llog|Ql)
OkT1LN?(|C| + )21 log N). ©)

On the other hand, in (T13), Z(¢) is computed from Z, as
follows:

Z(m(c)) = Zo(m(c)),
Z(m(t) = U

CEZ(t1) X X Z(tn)

Zo(m(c))-

The time complexity of computing Z(t) is
O(pzl:|C|**) = O(K?L|C|** log ).
Thetotal complexity of (T13) is

O(|Q| - k°L|C|*** log N)
= O(KZLN(|C|+1)F "+ 10g V). )

Ul Das— 0, Dp— {7}
U2 whileDa#0

us3 Dy—0

u4 for each (t,¢") in Da x Q

us if " isasubtermof ¢ at »" then
U6 for each ¢" in Z(t'")

u7 add t[r" « '] to D,
us Days — Dans U Dp, Dy — Dy

U9 if Dascontainsaclassthen

u10 output “+ may be insecure’

Ull dse

U1z output “r is secure”

Fig. 10: Procedure for determining = =% c.

Both of Egs. (5) and (6) are bounded by Eq. (7). Further-
more, Eq. (8) isalso bounded by Eq. (7) sincek < L < N.
Thus, the complexity of (S2) isgiven by Eq. (7).

Lastly, consider (S3). Let D = {t | 7 =% t}. Then,

H+1l
|D| < |X,| < |Qo| = O(N(IC| +1)* ),

sinceh, < H.

Fig. 10 shows a procedure for determining whether D
contains a class. Suppose that Das, Da, D) are imple-
mented by binomial heaps. By D, and D}, we avoid se-
lecting t € D more than once. Therefore, (U5) through
(U7) are executed a most | D| - |Q| times. (U8) isaso ex-
ecuted at most | D| - | Q| times. Retrieving an element from
or inserting an element into D), takes

pp; = O(Llog|D|) = Ok Llog N)

time. Computing D U D, aso takes O(L log|D|) time.
Thus, executing (U2) through (U8) takes

O(1D| - |QI(L + pz +|C|(L + ppy))

+D|-|Q|- Llog|D|))
O(D|-|Q|-|C|- Llog|D|)
OKTLLN?(|C| + )21 1og V). (9)

(U9) can becheckedin O(| D|) time. Therefore, thetime
complexity of executing (S3) isgiven by Eq. (9).

By Egs. (1), (7), and (9), the time complexity of the al-
gorithmis

O(kTLN?(|C| + )2+ |og ).



